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1. Introduction

1.1 Background of the project

The Committee of Experts on Criminal Law and Criminological Aspects of Organised
Crime was established in 1997. Its terms of reference, adopted by the Committee of Ministers at
their 587th. meeting on 1 April 1997, state that the Committee should - inter alia - study existing
solutions to combat organised crime in Member States, that could serve as examples for other
Member States. In order to fulfil this assignment the Committee decided to carry out a series of
best practice studies. One of these concerns asurvey on interception of communications, intrusive
surveillance and some other, more or less similar, investigative methods. This topic was chosen
because:

< dueto the very nature of the organised crime, i.e. the fact that criminal activities are planned
and conducted within the closed group of actors taking often various special precautions
against detection of such activities, traditional means of collecting evidence used in cases of
other criminal offences, such as witnesses and experts testimonies or material evidence, are
very often of less or even no value;

< because of thisit is essentia to the police’s and other law enforcement agencies activities
amed at disturbing activities of criminal groups and collecting evidence that could lead to
convictionsin courts, to obtain “insider knowledge” about activities of such groups. However,
this is often a very difficult task, which may be realised only using special investigative
techniques and special investigative equipment, making possible either interception of
telephone, fax or Internet communi cations (interception of communications), or making audio
or video recordings of conversations or events taking place in particular places or rooms,
tracing movements of persons, cars etc. (intrusive surveillance).

< modern technology seemsto offer nowadays almost unlimited possibilities. However, it isnot
primarily thetechnological, but foremost the ethical and legal, including constitutiondl, barriers
to such activitieswhich are subject to avery intensive discussion, controversy, and sometimes
strong objections, in many contemporary demacratic societies. Although it would be by any
means an overstatement to claim that some sort of “1984 syndrome” endangerstheruleof law
in modern democracies, there is no doubt that the aims of protecting privacy of citizens and
combating effectively certain forms of criminal activities may result in many tensions and
conflicts.

1.2 Purpose of the study

One of the mgjor functions of the system of criminal procedure in a democratic system
adhering to the principle of therule of law, isto protect not only persons suspected or accused of
committing offences, but a so innocent citizens, against governments’ arbitrary actions congtituting
infringements of basic human rights, against undueintrusion in their privatelives, and against other
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forms of abuse of power by the State. Asamatter of fact, the evolution of the modern systems of
criminal procedure since the beginning of the twentieth century constituted a process of constant
strengthening of various legidative guarantees against such abuses. Such guarantees most often
acquired a congtitutional character, or became even norms of an international character. The
European Convention on Human Rights and its system of enforcement constitutes the best
example of this.

Although tensions between the need to protect | egitimate rights and liberties of the accused
and citizens and the need to make the fight against crime effective have always existed, growing
problems with organised criminality, which may be observed al over the world for some twenty
years, seem to increase these tensions. As mentioned above, because of the very nature of the
organised crime, asagroup activity taking place within the special milieu which considers secrecy
and clandestine activities as one of the most important precautions, investigating offences
committed by such groups and securing evidence for trial, constitutes a major challenge for law
enforcement agencies. It meansthat to be effectivein thisfield, law enforcement agencies cannot
rely any more exclusively on traditiona, reactive methods of policing and investigating, which
were relatively effective to combat street crime. They have to use to a much greater extent a
variety of more pro-active and intrusive methods, which may penetrate very deeply into the sphere
of privacy, not only of suspects, but also of members of their families and acquaintances, and
individuals having no relation whatsoever to the target persons or to any crimina activity
perpetrated by these suspects.

However, growing pressure to introduce such methods or to “liberdisg’ rules of their
admissibility, meets sometimes with strong objections on the side of civil libertarians. Thismay be
especialy strong a case in the countries of Central and Eastern Europe which remained for many
years under the totditarian rule. The problemisthat under totalitarian regimes, such methods are
usually used or abused widely for political purposes, to control and persecute political opponents,
real or imagined ones. For many people in these countries, but not only there, the interception of
private communications by the police or the bugging of apartments or hotels are synonymsto the
methods adopted by totalitarian police states and not by democratic soci eties governed by therule
of law. Many people in these countries were fighting very long to make such abuses of State
power impossible. Re-introducing them now, even accompanied by a variety of safeguards and
restrictions, is perceived sometimes with great suspicion. Although nowadaysthereisno question
that the use of intrusive policing methods is indispensable to fight the menace of organised crime
effectively, one should not forget the possible negative side effects arising from their application.

Of coursg, it is obvious that there is a basic difference between using such methods by
unaccountable regimes and applying them in a democratic society which has a variety of
safeguards against the abuse of State powers. However, using intrusive policing methods poses
always specia problems, even in most open and democratic societies, as such methods are always
proneto abuse. The basic problemisthat in order for such methodsto be effective, they haveto be
applied during the investigation in secret. Only in such circumstances will they be effective and
bring the results sought. This means however, that procedures adopted to apply specia
investigative methods are of avery low visibility. To be effectivein this area, the police haveto be
as secret as possible, which makes advance accountability and public control very difficult or
sometimes even impossible. Such asituation on the one hand is proneto various abuses, while, on
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the other hand, it may result in public fears of the police being too intrusive and out of effective
control. Under such circumstances, it is very important to strike a proper balance, both in
legidation and in practice, between the various conflicting needs and valuesin question. Themain
purpose of this study is to provide information on how the three chosen Member States of the
Council of Europe ded in their legidation and practice with finding this balance. The level of
aspiration does not go beyond an attempt to provide both these and other Member States of the
Council of Europe anumber of suggestions and guidelines on how to fight organised crime more
effectively by using covert police methods, while at the same time basic human rights are respected
and protected as much and as far as possible.

1.3  Definitions
For the purpose of this best practice study, the following definitions are used.

< Organised crime means’: the illegal activities carried out by structured groups of three or
more persons existing for a prolonged period of time and having the aim of committing
serious crimes through concerted action by using intimidation, violence, corruption or other
meansin order to obtain, directly or indirectly, a financial or other material benefit.

< Law enforcement officials means: all officers of the law, whether appointed or elected, who
exercise police powers, especially the powers of using investigative methods.

< A specid investigative method is: a way of gathering information systematically in such away
as not to alert the target person(s), applied by law enforcement officials for the purpose of
detecting and investigating crimes and suspects.

< Interception of communication is. the covert monitoring of direct communication or
telecommunication in which one or more suspects are taking part, in order to provide
evidence or intelligence on their participation in crime.

< Intrusive surveillance is: the covert monitoring of the movements of suspects by watching or
listening in person and electronically in private places, in order to provide evidence or
intelligence on their participation in crime.

1.4 Fieldwork

The situation regarding interception of communications, intrusive surveillance and other
similar specia investigative methods was studied in three countries: Hungary, Turkey and the
United Kingdon?. These Member States were selected on the basis of the following
considerations:

2 See the (draft) Recommendation No. R (2000) ... of the Committee of Ministers to Member States concerning
guiding principles on the fight against organised crime.

3 The authorities which have been met have kindly accepted that the names of the countries be mentioned in the
introduction of the report, on the basis of reciprocity
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they all experience problems because of theillegal activities of organised criminal groups;
they have different legal systems,

there differ significantly in aspects like geography, history and culture;

it was expected that, mainly due to the differences mentioned above, they varied in both
legislation and practice concerning the use of special investigative methods.

N NN AN

The three member States selected for this best practice survey were visited in October
1999 by a smdll delegation of the Committee. The delegation was composed of Mr. Christophe
Speckbacher, Division of Crime Problems, Adviser to the Program Octopus I, Mr. Toon van der
Heijden, scientific expert of the Committee PC-CO and Mr. Krzysztof Krajewski, member of the
Committee PC-CO. In every country the delegation visited law enforcement agencies (police units
and competent agencies within the respective ministries of interior). In two of them interviews
were conducted also with prosecutorial and judicial authorities* The main purpose of the
interviewswas alwaysto obtain first of al information about the legal framework of the activities
constituting the subject metter of the survey and than to gain some insights into the problems
connected with practical application of these laws and practical aspects of the law enforcement
agencies activitiesin thisfield.

In addition to the interviews, relevant documents, mainly provided for by respondents and
for therest resulting from alimited search in literature, were studied. On the basis of this material,
this report was written. The responsibility for the contents of the report lies with Toon van der
Heijden and Krzysztof Krajewski. The views expressed do not necessarily represent the officia
views of the Council of Europe.

The authors would like to emphasise that this survey is not meant to be a comprehensive
study on specid investigative methods. We hope the results neverthel ess provide argumentsfor the
introduction of changeswhich will result in amoreharmonised legal practice regarding the use of
covert investigative methods in member States of the Council of Europe.

15 Characteristics of the lega systems of the M ember States surveyed

The lega systems of the three Member States under survey belong to different lega
traditions. Two of them belong to the continental tradition, what means that their systems of
criminal procedure may be described as moderately inquisitorial or mixed ones. Thelegal system
of the third country belongs to the common-law tradition, i.e. its crimina process may be
described as adversaria one. It meansfirst of all that there are sometimes important differences
between two first and third country with respect to therole played by theinvestigation and therole
played by the trial phase of the crimina process.

In al three countries, investigation constitutes a phase devoted to revealing offences,
detecting their perpetrators and discovering and preserving evidence for the future use by a
criminal court during trial. There are however major differencesin how thistask isredlised. Under
theinquisitorial system, one of the magjor problemsis the relationship between the police and the
public prosecutor. Although investigative activities are conducted in principle, aso because of

* The Committee PC-CO would like to thank all the people who were interviewed for this best practice survey.
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purely “technical” reasons, first of all by the police, an important role is played by the public
prosecutor, who hasthe general right to overseethe entire pre-trial proceedings. It meansthat the
police have at |east the duty to inform the public prosecutor about every new case they investigate
and to provide her/him with all relevant information about their activities. The public prosecutor
usually hastheright tointerfere at any timewith the activities of the police. He or she can conduct
major or al of the investigative activities her/himself and makes major decisions during the
proceedings. In one of the countries under survey, a major reform of the crimina procedure is
underway, which includes among others strengthening of the powers of the public prosecutor
during theinvestigation. It is also the public prosecutor, and not the police, who, after evaluating
the results of the investigation, makes a decision about bringing an indictment to the court,
discontinuing the proceedings or terminating it in any other way specified by thelaw. Despite the
fact that the public prosecutor later, during thetrial, constitutes a party supporting the indictment,
during the investigation he/she plays by no means an exclusively partisan role. It means that the
main task of the police and prosecutorial during the investigation under inquisitorial systemisnot
to collect evidence against the suspect but rather to investigate the case fully and objectively, to
collect and preserve any piece of evidence which makesit possibleto establish the material truth
about it. In that capacity, the prosecutor plays aso the role of the guardian of the rule of law.
Although in neither of the two countries is the institution of the investigating judge (magistrate)
known, some major, most intrusive decisions (e.g. preliminary detention of the suspect), aretaken
during the investigation by the court (judge) and not by the public prosecutor.

The tria phase in the systems of the two countries under survey is dominated by the
presiding judge. It is s/he who examines witnesses and experts, and takes other evidence. He/she
has the duty to guarantee that all aspects of the case are considered, all available and necessary
evidentiary possibilities used and objective truth isrevealed during thetrid . Although thejudge has
in such a system the possibility to introduce any piece of evidence he/she considers fit, he/she
usually relies heavily on the dossier of the case, which was composed during the investigation by
the police and prosecutor. The trial parties, i.e. the prosecution and the defence, athough they
have broad possibilities to act, remain under such system relatively passive and play only a
secondary role. There is also no participation of ajury in either of the two countries.

Counter to that, in the country using an adversarial system of criminal procedure, the
investigation is in practice a sole responsibility of the police. Although police have the duty to
disclose any piece of evidence collected during the investigation to the accused and his/her
defence, it is rather the defence’ srole to collect evidence excul pating the accused or mitigating
his/her responsibility. The adversaria character of the proceedings also meansthat there are some
problemswith any possiblejudicia intervention in that phase of the proceedings. Despite the fact,
that both inquisitorial and adversarial system adhereto the principle of immediacy, thisprinciplein
generdl is of greater importance under the adversarial system. It means also that during the trial
phaseit is partieswho introduce and present evidence, examine and Cross-examine witnesses etc.
The presiding judge is playing a more passive role. Although he may ask any questions and may
initiate the introduction of new evidence, thisis|eft rather to the large extent to the parties. It is
important also that, at |east some cases under the adversarial system aretried with the participation
of ajury.
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1.6 Interception of communications and other intrusive methods from the point of view of
the European Convention and Court of Human Rights

The relevant case law, mainly based on Articles 8 and 13 of the European Convention on
Human Rights, has highlighted severa principles in favour of the state authority, according to
article 8 paragraph 2. It has also clarified limits in favour of individuals subject to electronic
surveillance in the broad sense. The main cases relating to interception of communications (other
than mail) and secret surveillance are Klass (1978), Maone (1984), Leander (1987), Huvig and
Krudin (1990), Ludi (1992), A. against France (1993), Halford (1997), Kopp (1998). They refer
to the necessity of a legal framework and to its content, adequacy and proportionality of the
measures, modalities of interception and surveillance, authorisation procedure, existence of
effective remedies, the question of information storage among others. But other rights (freedom of
expression or association) also set limits with regard to the fight against organised crime. In
determining exactly the degree of acceptability of surveillance measures by the European Court,
one should therefore take account of the evolution of the case-law.

It seems useful to quote the text of the relevant provisionsin the Convention:
“ Article 8 — Right to respect for private and family life

1 Everyone has the right to respect for his private and family life, his home and his
correspondence.

2 Thereshdl benointerference by apublic authority with the exercise of thisright except such
asisin accordance with the law and is necessary in a democratic society in the interests of
national security, public safety or the economic well-being of the country, for the prevention
of disorder or crime, for the protection of health or morals, or for the protection of the rights
and freedoms of others.”

“ Article 13 — Right to an effective remedy
Everyone whoserights and freedoms as set forth in this Convention are violated shall have an
effective remedy before a nationa authority notwithstanding that the violation has been
committed by persons acting in an official capacity.”

2. Findings

2.1 Scope of application

In the three countries that were subject to this best practice survey, interception of
communications, intrusive surveillance and other similar investigative methods may be used only to
investigate certain serious offences, what means that the legislator in these countriestriesto held
some balance or proportionality between the use of intrusive methods and the gravity of the
offence under investigation. In other words it doesn’t seem to be appropriate in any of the three
States to apply such drastic methods to investigate petty offences.
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In the first of the countries under survey, both interception of communications and
intrusive surveillance are permissible only in two areas regulated in two special, separate pieces of
legidation. Thefirst one, which isin force for about twenty years, refersto acts of terrorism, and
the second one to what is called profit-oriented criminal organisations. Thislast act is quite new,
as it isin force since July 1999 only, what means also that there are relatively few practical
experienceswith itsapplication. All that meansthat before the law on the profit-oriented criminal
organisations entered into force, there were no formal possi bilities of i ntercepting communications
in that country, except in terrorism cases. This resulted in legal and practical problems and
discussions about the applicability of such measures because of the constitutional provisionswhich
guarantee secrecy of the telecommunications with exception for the purposes of the law
enforcement. There are strong indications that covert police methodswere used in this country in
cases of profit-oriented crime, like drugstrafficking, for many years before the new law cameinto
force. It was argued that in these cases the proceeds of crime were meant for the financing of
terrorist activities. The highest judicial authorities tolerated the investigative methods as long as
there was no provocation to commit a crime.

For the purposes of this study only the legal basis for the use of covert methods against
profit-oriented criminal organisations is of relevance. The new legidation applies to any person
who establishes, directs, or acts on behalf of a crimina organisation which has certain specific
tasks or purposes (e.g. controlling or influencing institutions, enterprises, public administration or
services, media, obtaining illegitimate profits, etc.), or applies certain special methods (e.g. uses
violence or threatensto use violence etc.). Thelaw provides not only crimina punishment for such
activities but also various procedural measures to investigate them. It means that in this country
interception of communi cations and intrusive surveillance asinvestigative measures are connected
directly to serious and organised crime (and terrorism) problems. It seems that in cases of
‘ordinary’ offences, interception of communications and intrusive surveillance are not possible
under the law. However, organised crime is defined rather broadly. The law on profit oriented
criminal organisations not only refersto traffic of narcotics drugs, thereis extension of wiretapping
powersto casestrading with arms and art objects, cultural inheritance or environmenta protection
if committed in an organised manner.

The second of the three member States surveyed belongs to the group of the former
communist countries, what meansthat thelegal profession and publicin general are very sensitive
about adoption of such measures asinterception of communicationsor intrusive surveillance which
werewidely abused earlier for political purposes. Because of this, specia investigative techniques
are dealt with in a comprehensive manner in the specia law which regulates operations of the
police. Thislaw containsaspecial chapter dealing with various methods of secret data collection,
which isof aquite detailed character and lists and regulates various police techniques permissible
under it. Such techniques may be used to prevent or detect criminal offences, to interrupt their
commission, to determine the identity of criminals, apprehend them, etc. Although many of them
are permissiblein investigating any offence, intercepting and recording of the contents of telephone
conversations or fax or Internet transmissions, and audio or video recording of eventstaking place
on private premisesis permissible only in cases of grave crimina offences (this does not include
meatters of national security, which are dealt with separately in the same law). Although the law
under discussion does not define explicitly what constitutes a grave offence, it is understood that
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such character is attributed to offences threatened with the maximum penalty of no less than 5
years of imprisonment. Additionally the same law contains a provision which permits adoption of
the methods mentioned above in cases of other offences, i.e. even if they are threatened with a
lower minimum statutory punishment. The law contains a detailed list of such offences, which
includes aso offences of an organised character, such as drugs trafficking and counterfeiting
money. Furthermore, the list refers to any criminal offence that is directed toward a child,
perpetrated armed or connected to internationa crime. A specia provision relates to cases in
which auser of atelephoneis seriously threatened or instigated to crime and s/herequests help. In
such a case the police may have access to the contents of the communication relayed by the
apparatus and may record it without judicial permission.

Finaly in the third country interception of communications and intrusive surveillance are
dealt with in two separate pieces of legislation. Interception of communications transmitted by
means of public telecommunications systems is regulated in specia piece of legidation dedling
exclusively with this method. Apart from the cases of national security, and such involving the
economic well-being of the country, it is permissibleto apply such measures also for the purposes
of preventing or detecting serious crime. Although the law does not define clearly this term, it
seems that practica standards are rather high and provisions are applied primarily in serious
organised offences, first of al drug cases. On the other hand regulations on intrusive surveillance
are dealt with in the law regulating police's activities and refer aso to the concept of serious
crime. It isimportant here, however, that in that piece of legidation thistermisdefined in amore
precise way by the reference to such elements as use of violence, substantia financial gain or
group character of an offence under investigation, and the minimum sentence expected for such an
offence when brought to court.

The main forces behind the developmentsin that country seem to be the privatisation of
telecommuni cations companies and technol ogical devel opmentslike the expansion of the Internet.
A second development is the changing practice of criminal investigation: from reactive to pro-
active, aso called “inteligence driven”, which stimulates the use of sophisticated covert
techniques. Another relevant development was a series of judicial decisions, especialy by the
European Court of Human Rights, which made clear that the present statutory law does not
provide an adequate legal framework for the interception of non-public telecommunications
networks. Domestic and European court decisionsin the recent past have led to asmall amount of
legidation of an ad hoc character. The distinction between public and private networks a so causes
an inconsistent regime for the interception of electronic mail. Furthermore, the present legislation
knows different regimes for the interception of (public) telephone communications and wireless
telegraphy. Because of al this the government of that country recently has expressed the will to
cometo asinglelegal framework which dealswith all interception of communications, regardless
of the means of communication, method of licensing and the way the communication is being
intercepted.

2.2 Additiona requirements

In two of the surveyed countries there are certain additional safeguards and requirements
attached to the provisions on admissibility of intercepting communications or using intrusive
surveillance, which can be called the principle of subsidiarity. It means that such measures can be



13

applied only if it would be impossible to achieve tasks of the investigation by other means. In one
of those two countries, there is even further stipulation placing additiona limits, namely
requirement that the results of such action arelikely to be of substantial valueto achievethe goals
of the ongoing investigation. In other words, interception of communications and intrusive
surveillance methods cannot be applied to realise tasks of minor importance from the point of view
of the primary goals of the investigation.

It isinteresting that only in one of the countriesin the survey thereis clear cut provision
that application of interception and tapping of communications requires prior strong indications
that an offence has been or could be committed. There are no similar provisions in two other
countries. It isobvious, however, that general principlesof criminal procedure apply hereand itis
impossi ble to use such measures without any ground or only because of rumours, hearsay, general
suspicions (based for example on previous convictions only) etc. This is due to the fact that in
those countriesit is not the policeitself who decides whether to use or not such measures. Police
have usualy to apply in such casesto some other authority and because of this have to substantiate
their application also in terms of the evidentiary grounds for such application.

2.3 Agencies deciding on application

Asmentioned above, in al three countriesunder survey it isnot the police who decideson
the application of such measures. With some exceptions, for cases of emergency, in al three of
themitisajudicial authority or some high ranking official inthe ministry of interior. Especially the
involvement of the judiciary constitutes here very important element constituting a basic safeguard
against eventua abuse and infringement on civil rights.

In thefirst of the surveyed countries, decisions on the application of the interception of
telecommunications and tapping of them constitute the exclusive competence of the judge. This
also appliesto other methods of intrusive surveillance, such as static or dynamic surveillance and
making video or audio recordings of the activities of a suspected person. Such methods are
permissible, both on public and private premises, and may be applied in case there are strong
indications that the target person isinvolved in organised crime.

A more or less similar Stuation exists in the second country. Interception of
communications transmitted via telephone, fax or the Internet always requires judicia approval,
with the exception of matters of national security, which are beyond the scope of this study. On
the other hand, the situation with respect to intrusive surveillance differs, depending on whether
actions should take place on private or public premises. Surveillance does not require judicia
approval if conducted on public premises. Observation and recording (audio or video) of events
taking place on private premises (static surveillance) is permissible, but has also to be accepted by
the judge. It is necessary to underline that the discussed law in this country contains a lega
definition of private premises. There is also an exception to the rule that application of such
measures requires judicial approval. Namely, in cases of certain offences, like for example
extortion or blackmail, if the person threatened by such offencesrequestsin written that the police
intercept and tap his’her telephone, judicia approva of such measures is not necessary.
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In thethird of the surveyed countries, thereisa so adifference with respect to approval s of
intercepting communications and of intrusive surveillance. Namely, intercepting communications
transmitted on public telecommunications systems does not requirejudicia approval, but awarrant
which isissued personaly by the minister of interior. On the other hand, any method of intrusive
surveillance which requires interference with property or wireless telegraphy requires proper
authorisation in writing. Such authorisation may be given only by certain high ranking police
officers listed in the law. In specific cases of intrusive surveillance there are further important
requirements. In case agiven action isto take place on certain types of private premises specified
in the law (like dwelling houses or hotel bedrooms), or it is likely that this action will result in
obtaining accessto certain types of information (protected by special privileges), the authorisation
issued by the police has to be approved by a specid officer of judicial qualifications (from the
specia panel of such officers nominated according to specia procedure). In this country thereis
also an independent board, comprised of officers of similar high status, which handles complaints
of individuals regarding the use of covert investigative methods.

2.4 Procedure in cases of emergency

Thelegal systemof all three countries providesfor special proceduresin using interception
of communications or other methods of intrusive surveillance in cases of emergency, i.e. in such
cases when delay in their application resulting from adherence to standard procedures of
authorisation and approval (which take always some time) may result in the evidence being lost,
distorted or useless. Such procedures for cases of emergency are usually substantially smplified,
what meansthat it is possible to take appropriate action without authorisation necessary on regular
basis. Interception of communications or intrusive surveillance ordered in such extraordinary way
may be conducted however only for certain, usually rather short, period of time. Within thisperiod
it isalso necessary to obtain authorisation or approval according to regular procedure and action
may be continued beyond this emergency period specified by the law only with such regular
approval or permission. If such approval or permission is refused action has to be discontinued
immediately and al materials obtained have to be destroyed within the period specified under
every legal system.

For example, in the first country emergency application for the interception of
communications may be ordered by the public prosecutor, not by the police. Such emergency
application is permissible for 24 hours only. If judicia approval is refused al data have to be
destroyed within 10 days. In the second country intercepting of communications or intrusive
surveillance which require judicial acceptance are possible in emergency situations without such
acceptance for the period of 72 hours. The decision may be taken by the head of the police unit
competent for the given investigation. Finaly, in the third country intercepting communications
transmitted on public telecommunications systems in emergency cases requires also awarrant
which may beissued, however, by an officia of thelower rank than the minister of interior, but not
below a certain rank within this ministry. Such awarrant is valid for two working days only and
continuation of interception beyond this time period regquires a new warrant, issued according to
the regular procedures. With respect to other measures of intrusive surveillance, thelegal system
of the third country provides that in emergency cases oral authorisation by the mentioned above
high ranking police officer may suffice. Again, intrusive surveillance measures may be applied on
the base of such authorisation for 72 hours only. Their continuation reguires the normal approval
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procedure.

25 Duration of the application of special measures

In dl three countries under survey law provides certain timelimitations on the application
of either interception of communications or intrusive surveillance. In thefirst country judge while
authorising the use of such measures may originally permit interception of communications for
three months. This time period may be extended, but only twice, each time for additional three
months. Extension of the application of such measuresrequiresalwaysjudicial decision. It means
that interception of communications (against the same person) may be applied for a maximum
period of nine months which cannot be extended any more. On the other hand other methods of
intrusive surveillance may be under the legal system of that country applied indefinitely.

It is dso in the second country where original authorisation for interception of
communications may be issued by the judge for 90 days. This applies however aso to intrusive
surveillance on private premises, as such measures require in that country also judicial approval.
Thistime period may be extended for another 90 days (also by judicia decision). It isimportant
that, due to the unclear formulation in the text of the law, there seems to be certain dispute about
provisions applying to this extension. On its face it seems that such extensions may be granted
every 90 days indefinitely, i.e. there is no maximum time limit for applying intrusive measures.
Some support however the opinion that such extension may be granted only once, what would
mean that interception of communications and other measures of intrusive surveillance requiring
judicia approval may be applied for a maximum period of 180 days.

Findly in thethird country different limitations apply to the interception of communications
transmitted on public telecommunications systemsand to theintrusive surveillance. In thefirst case
original warrant may be issued by the minister of interior for the period of two months. This may
be prolonged depending on the grounds justifying its application. In cases of serious offences
(which include offences of organised crime) extension may be granted for one additiona month
only. In cases pertaining to national security matters and economic well-being of the country it
may be six months. On the other hand authorisation to apply other measures of intrusive
surveillance may be granted for the original period of three months. This period may be extended
by another three months. It is important to note that in such cases renewa may be granted
unlimited number of times. It means that as opposed to interception of communications
transmitted on public telecommunications systems, which in cases of serious offences cannot
extend three months, other intrusive measures may be applied (at least theoretically) indefinitely.

It must be also stressed that in al three countries there are provisions which require
interception of communications or intrusive surveillance measures to cease to be applied
immediately if the goals for which they were applied were achieved (e.g. necessary evidence was
obtained). This shall prohibit unnecessary continuation of such measures beyond the needs of
criminal investigation.

2.6 Scope of targeting

One of the most important problems, both legal and practical, relating to the application of
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theinterception of communications and intrusive surveillance measuresisthefact that it isnot only
suspected criminals who may be subjected to such measures. Their application means that
investigating officials may also obtain information and material relating not only to family members
and acquaintances of the target persons, but often to persons having no relation whatsoever to
such persons, whose connection with them or with the case may be absol utely accidental . Thismay
not only rise serious concerns from the point of view of protecting the right to privacy, but aso
cause various problems, namely how such additiona information hasto be handled and how it may
be used.

Because of the mentioned above problems legal systems of the three countries under the
survey require usualy that authorisations or warrants permitting application of the specia
investigative methods have to specify target(s) of such measures. In the first country the law
provides that warrant shall always specify the name of the target person and the location of the
application of special measures (what in practice means either telephone or fax number, or e-mail
address in cases of intercepting communications, or rooms, premises etc. to which intrusive
surveillance measures shall be applied). In practice in the area of intercepting communications
judicia approvals are issued usualy for concrete telephone numbers of concrete persons and
communication incoming to or outgoing from the target person. However, recently judges seemto
interpret these provisions in a less restrictive way and issue approvals for al conversations
incoming to or outgoing from the specified telephone number. In such case al information
irrelevant for the case under investigation and data.on persons not involved in it haveto be deleted
within 8 days (what is regulated explicitly in the law of that country).

In the second country, judicia decisions on applying interception of communications are
issued usually with respect to a concrete person, what means that all telephone conversations of
such person from al telephone numbers used by himvher may be tapped. However, authorisation
may apply aso to a concrete telephone number. There are no clear cut provisions on how to
handle other materials gathered or recorded while intercepting communications of the target
person (i.e. regarding other, uninvolved persons). The law regulates only such situation in which
intercepting communications did not confirminitia suspicion. In such situation interception shall
be stopped and dl materials deleted within 10 days. It seemsthat this provision may be applied per
analogiamto the situation discussed above. In practice, when the policeisinvestigating organised
crime, the application for theinterception of communication is prepared according to the schedule
and planning of the investigation and mentions the core members (or even al members) of the
criminal group targeted.

The most complicated situation exists currently in the third country, as warrants to
intercept communicationstransmitted on public telephone systems are issued here not always for
persons (although theindividual hasto beidentified in such awarrant) but for telephone numbers.
However, law enforcement officerswho arelistening to the conversation are obliged to switch off
the line and the recorder immediately when they notice that an individua who is not the target is
using the telephone. Due to the devel opments on the telecommuni cations market (technol ogical
progress and privatisation), which has resulted in a situation in which one person may use many
telephone numbersand/or switch quickly to other operators, the present regul ations|ead to serious
practical problemsfor law enforcement. Because of this, the government has proposed changes, so
that in the future warrants specify the target person, and include aschedulelisting of all telephone
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numbers which can be intercepted in relation to that person.

2.7 Spatia application

A crucia element in respect to spatia requirementsis the differentiation between public
and private premises. For example, in al three countries under survey it isin principle possible to
use intrusive measures on public premises. It may include aso intercepting telephone
conversations from public telephone if there are grounds to assume that this telephoneis used for
criminal purposes (such situation existsin one of the countries). It means, that restrictions apply
normally to such interceptions of communications and first of al intrusive surveillance measures
which take place on private premises (at least this differentiation is clearly specified in the lega
systems of the other two countries). Of course of crucia importance for this differentiation is to
have clear a definition of what may congtitute private premises. For example the definition
mentioned earlier contained in the legal system of the second country is limited to a private
residence, what a contrario meansarather broad understanding of the term public premises. Also
thelegal system of the third country contains arather detailed definition of what hasto be trested
as places or premises subject to special protection.

Regarding the interception of mobile telephones, there areno magjor legal obstacles. In only
one country it was noted that legal problems hindered the tapping of a specific type of phones.
However, in practice there are technical problemswith the interception of mobiletelephonesin al
three countries in the survey. Furthermore, financial obstacles were observed in two of the three
member States. Both types of problems were aggravated as a result of the increasing number of
private telecommunication (including Internet-) providers, since interception facilities were
considered necessary for each provider individualy. In one country there was an ongoing
discussion on how far the legal obligation of a private telecom provider should go in establishing
such facilities. In the other two member States there already is aformal obligation for telephone
companies and other telecom providers to co-operate with law enforcement. However, in one of
these two, an obstacleis encountered if the provider involved does not have a seat in the country,
since such a provider can not be forced to co-operate. It is not clear whether or not these
providers refuse to co-operate with the law enforcement authoritiesin this country. In practice it
does not seem to be abig problem, presumably because these foreign providers do not have alarge
share of the market. However, since the telecom market is very dynamic, this situation might
change in the near future.

Another problem concerns encryption of telecommunication. The deployment of
encryption makes it difficult, if not impossible, to make use of intercepted material. Although at
the moment it does not seem to be abig problem in the three member Statesin the survey, it was
generally expected to become a mgjor obstacle for law enforcement in the near future. There are
indicationsthat some Internet Service Providerswill make encryption tools more easily available.
Also the use of encrypted mobile phones potentially reduces the information that can be derived
from lawfully intercepted communication. One can expect that especialy highly sophisticated
criminal organisationswill try and make use of this opportunity. Although encryption isaworld-
wide development, only in one of the three member States the government has acknowledged its
seriousness and is actively involved in a discussion with relevant domestic partners from the
business world and law enforcement. So far, this has led to adiscarding of the introduction of a
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legal obligation for providers to deposit data encryption keys. Instead, the solution is sought in
placing the onus on the recipient of a disclosure notice to prove to the authorities that the
requested keys are not in his possession, and to state to the best of his knowledge wherethey are.

2.8 Frequency and duration in practice

In al three member Statesin the survey, there were only some statistics available on the
actual number of applications and the average duration of interception of communications.

In one of the countries, there were approximately 34 warrants per million inhabitants for
the interception of communication in 1998. It was estimated that in 1999, the number would
increase about 25%. Covert investigative methods are used especially for combating serious and
organised crime. In an unknown number of cases, a warrant refers to intercepting the
communication of more than one individual.

In another country, there were about 4 authorisations for telephone tapping per million
inhabitants in 1997. In the capital of this country, at least five mgor organised crime groups
recently were dissolved with the help of the interception of communications. The average period
of wiretapping currently lies between 1.5 and 2 months.

In the third member State, statistical data was available only on the number of requests at
one court in the capital. This court got two to three requests for wiretapping aweek. The majority
of cases refer to organise crime cases, which involves an estimated average of 10 suspects and 20
offences. Usually the duration is between two and three months. For the whole country it was
estimated that speciad investigative methods are used in approximately one of every 600
investigations. This means that annually about 100 warrants per million inhabitants are i ssued.

29 Disclosure and redress

Disclosureissues may raise very important questions, asinformation on the application of
such measures constitutes for a target person a necessary precondition for the eventual use of
recourse, appeal etc. It is obvious, that before and during the application of such measures, the
target person shall not beinformed about their application, asit would be against the very purpose
of these measures. It may be also, that the target person learns about him/her having been or till
being subject to such measures later, namely after the investigation has been completed, when
he/she has normally the right to acquaint him/herself with the content of the dossier. However, the
last situation will occur only, if material s gathered with the hel p of special measuresareincluded in
the dossier as evidence. This means, that there may be a problem, whether authorities have the
duty to inform target person that he/she was subject to such measures independently of the fact
how materials gathered were used and whether or not an indictment was prepared.

In thefirst country under survey, thereisno disclosure duty under thelaw, what implicates
that the target person may never learn about hinvher being subject to the interception of
communications or similar measures. There are no provisions for compensation to an individual
whose tel ephone was tapped unjustified. If evidence is derived from the tap, thiswill bein thefile
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that is open to the defence.

In the second country, if criminal proceedings have not been instituted, the target person
hasto be informed about the use of covert methods. However, thereis no possibility to appeal to
thejudicia decision on the application of such measures, even ex post. Thereisonly the possibility
of acompensation to thetarget person. If atrial isinitiated, the existence of undercover operations
and methods should remain secret unless the results are officially introduced as evidence.

In the third country, the situation differs again depending on whether we have to do with
the interception of communications transmitted on public telecommunications systems or with
intrusive surveillance measures. In the first case, thereis a specia tribunal established under the
law and any person who believes being subject to interception of communications may apply to the
tribunal to investigate his’her case. However, thereis no duty to inform target persons about the
application of such measures. On the contrary, there is even a provision in the law that prohibits
the disclosure in court of the application of the tapping of a public telephone system. In practice
this makesit difficult, if not impossible, for a defendant as well asfor an ordinary member of the
public who suspects his or her telephone communication is unjustifiably being intercepted to
successfully complain about police conduct in this context. It also leads to the exclusion of
evidence which could be vital for the outcome of the criminal trial. Sometimes even strong cases
against major criminals have to be dropped in order to prevent the defence discovering the use of
telephone tapping by the police. In the second case (i.e. intrusive surveillance) there is no such
duty either. Again, thereis, aspecial procedure for complaints by persons who believe to be, or
having been, subject to such measures. Additionaly, police officers who authorise intrusive
surveillance measures may appedl to judicia decisions which refuse to approve them.

Oneway of monitoring the use of secret investigative methodsisthe publication of national
reports on an annual basis. In only one of the three member States this is common practice. Such
reports may help to keep the confidence of the general public in the way law enforcement operates
with regard to these methods.

2.10 Useof intercepted material

Oneof thecrucid legd issueswith respect to interception of communications and intrusive
surveillance constitute the evidentiary value of the materials gathered with such methods, i.e. the
question whether they may be treated as intelligence only or may be used as evidencein court as
well.

In two of the three countries surveyed such materials may be always used as evidencein
court. In one of these, only since about one year information collected by covert investigative
methods is presented as evidence during the trial. This policy change resulted in a shock among
organised criminals, but isgenerally considered to lead to more convictions. However, so far only
in rather exceptional circumstances, estimated at 2% of cases, a suspect is convicted on the basis
of material gathered by applying covert investigative methods. Many of these are major cases
involving very serious crimes. Also, the changein policy doesn’t mean that any information or any
piece of evidence obtained in such away may be utilised as evidence in court. There are certain
important limitations on this. A classic exampleis the situation in which person A was originaly
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the target person, but the application of the specia investigative measures resulted aso in
obtaining material constituting proof that person B committed an offence. In one country materials
gathered against B while tapping A could not be used as evidencein court. However, they could
be used only asaground to apply for warrant to use special investigative measuresagainst B. The
same applies to the other country. Such information on B would be considered as information
requiring further investigation. The same applies to the situation when certain information were
obtained from relations of the target person. For example, according to the case law, evidence on
offences committed by A obtained from tapping conversations of his wife (on A’ s telephone)

could not be used in court as evidence. In one of the two countriesthereis a so another important
restriction to the use of intercepted material: it cannot be the only evidence. For a conviction,

supplementary material evidence is needed.

In the third country under survey, the sSituation is a little bit different. Here, materia
gathered by intercepting communications transmitted on public telecommunications systems
cannot be used as evidencein court, astherelevant law prohibitsthis. On the other hand, materia
obtained while using intrusive surveillance, obtained lawfully, may be used as evidencein court. If
such methods produce aso evidence against other persons, which were not considered to be
suspects earlier, it may be a so used as evidence in another case or (depending on circumstances)
used to start anew investigation. The only one limitation on the evidentiary use of such material
would be the character of the new offence, i.e. whether it is evidence of a serious offence which
makes application of the intrusive surveillance possible at all.

The main reason for not disclosing intercepted material is protection of police tactics and
investigative techniques. Also protection of informers as sources of information is considered
highly important. However, the present system is not consistent. As said before, the results from
intrusive surveillance can be presented as evidence during thetria. Also communication that was
intercepted abroad can be used as such and this actually has happened severa times. The present
practicein this country of not revealing the use of interception to all members of the investigative
team, only to those who really need to know, might lead to aless efficient performance of the team
asawhole.

In general, special investigative methods can a so be applied for international co-operation
purposes, on the basis of existing agreements on mutual assistancein crimina matters. In one of
the member States this leads to the peculiar Situation that material from a public
telecommunication system, that has been intercepted abroad in accordance with the laws of that
country, can be used asevidence during acrimina trial, while the same sort of material intercepted
inthe country itself cannot. Concerning tracing and tracking across bordersit iscommon practice
that the authorities of the other country (or countries) involved are notified when useis made of a
remote tracking device, e.g. attached to a suspicious vehicle or ship under surveillance.
Surveillance teams do not cross nationa borders themselves. In some cases surveillance assistance
isrequested from the authorities on the other side of the border. This does not occur very often,
partly because of the (expected) delay caused by long bureaucratic procedures.

Regarding the effectiveness of wiretapping and other covert investigative methods, there
was genera consensus among the peopleinterviewed in the course of this best practice survey that
in generd, these methods are very helpful in thefight against organised crime. In many casesthere
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were virtually no other possibilities to gather (enough) evidence against the suspects or
aternatives were generally disapproved as being too dangerous (e.g. the use of policeinfiltrators).
However, in many cases, interception of communication and intrusi ve surveillance were combined
with other, less intrusive, investigative techniques. This makes it very difficult to establish in a
scientific manner the effectiveness of the use of covert methods. In many cases the intercepted
meaterial forms the basis for the questioning of arrested suspects. The fact that the police aready
knows alot about the criminal activities of the group and the involvement of each of the members
undoubtedly contributes to willingness of suspects to confess. In such a case, usually not the
intercepted material but the confession is used as evidence in court. Because of this, it is not
possible to estimate the number of convictions which were based primarily on information
gathered by interception of communication or intrusive surveillance. However, it isclear that such
meateria is very often used to direct the ongoing investigation. Furthermore, it is sometimes used
to disturb the activities of criminal organisations. The representatives of the three countries, who
were interviewed for this best practice survey, al shared the opinion that covert investigative
methods are indispensablein thefight against organised criminals. A number of them even said that
these methods gain significance, among other things in the pro-active tackling of corruption.

211 Rdated investigative methods

Since interception of communication and surveillancein private places are very intrusive
methods of investigation, law enforcement officials consider the application of less intrusive
measures first. As a consequence, they are used more often, especialy in the first phase of an
investigation. The two related methods that are used most frequently, at least in two of the three
countries surveyed,® are the gathering of information on communications traffic® in which the
target person isinvolved, and systematic “round-the-clock” surveillance on public places (either or
not with the help of electronic devices). These methods are particularly useful in getting a
comprehensiveins ght into the movements, lifestyle and personal network of atarget person who
issuspected of involvement in organised crime. Often, the (first) results of the application of these
measures are used to get the necessary approval for the interception of communication for the
target person and in some cases also for his’her apparent associates. The fact that many serious
criminas nowadays are quite surveillance conscious and undertake various precautions, often
makes the use of more intrusive methods necessary in order to gather enough evidenceto bring a
suspect to the court and get him or her convicted.

In two of the three countries in the survey, no judicial approval was necessary for the
application of the two methods mentioned. In one member State, the public prosecutor has to
approve the monitoring of communications traffic. In the other one, a senior police officer’'s
decision issufficient. In the third country apositive decision of ajudge is needed for the gathering
of information on communication traffic as well as for surveillance of suspects, even in public
locations.

During the survey we did not get agood view on the situation regarding the use of these methodsin the third member
State.

This information usually includes data on the number calling or called (even if there is no successful connection
established) and the beginning, end and duration of the connection.
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Another frequently applied investigative method in all three member States is the use of
informers. For thiswidely used method no judicial approval isneeded in any of the three countries.
Sincethis survey isconcentrating on surveillance and interception of communication, the subject is
not treated further here.

Sometimes intelligence or evidence is gathered by police officers who are working
undercover and are “ wired up” with arecording or transmitting device or who are filmed during
conversations with a suspect. In two of the three countries surveyed, such use of undercover
officersisregulated in thelaw and such recording of private speech isin principle allowed without
judicia approval. However, in one of these countries, permission by ajudge is needed for the
recording of communication inside a private residence, even when a police officer is participating
in the conversation. In the other member State theapproval of asenior police officer suffices. The
same rules apply to video recording in these circumstances.

Regarding the role of the undercover officer the three member States differ in their
regulations. In general, deception of suspects seemsto be alowed in al three countries, aslong as
suspects are not provoked or enticed to commit a crime that they would not otherwise have
perpetrated. The question whether or not an undercover police officer can commit acrime himself,
isanswered differently in the three countries. However, it goes beyond the scope of this study to
provide details on this specific issue.

A last investigative method to be discussed in this regard is the use of storefronts by law
enforcement. Such firms can offer facilitiesfor crimina groups, such asassstancein thelaundering
of criminal proceeds, the fencing of stolen goods or the transport or storage of illicit drugs. The
difference between this method and the ones discussed before, isthat storefronts need not to be set
up in the course of a specific investigation but can offer facilities to the crimina fraternity in
genera. The method is sometimes criticised because of therisk of entrapping innocent people. In
practice, in one of the three member States surveyed, the judiciary approved the running of a
second-hand goods shop that pretended to be a*“fencing” business. Even the posing of undercover
officersas* contract killers” was accepted within certain restrictions, the most important one being
that the defendant was not encited to commit an offence that he would not otherwise have
committed. In another member State, the law explicitly allows the police to set atrap in order to
expose the perpetrator of acriminal offence or to obtain evidence, aslong as this does not cause
injury or damage to health. The legal situation in the third country in the survey regarding this
method is not clear, though in practice storefronts seem to be used by the police.

3. Conclusions and suggestions

3.1 Conclusions

In al three countries visited, organised crime has increased significantly in the past ten
years. Governments consider organised crime to be a serious problem and give high priority toits
repression.

Typical for the activities of organised crime groups is the circumstance that many
individuals are involved, the illegal acts are perpetrated on different places and occur not at one
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point in time but during a prolonged period of time. In many organised crime cases, e.g. in the
trafficking of illicit narcotics, illicit arms or human beings, hardly any forensic evidence can be
traced. Sincetheseare“victimless’ and often also “ witness-less’ crimes, such incidents are seldom
reported to the police. Therefore, traditional investigative methods and techniques are not aways
fruitful. Law enforcement can detect and prosecute these types of crime effectively by making use
of non-traditional investigative methods.

In the last five to ten years, governments in the member States visited have come to the
conclusion that the combating of crimina organisations calls for new investigative methods,
including covert methods like controlled deliveries, undercover policing and the interception of
communication through the use of a great variety of modern technical means. In al three
countries, organised crime has changed the face of criminal investigation. Many new laws
concerning investigative methods and other measures to combat organised crime have come into
force only recently. The implementation of new legal methods for the gathering of data is not
seldom hampered and delayed by obstacles of technical and financial nature. The complexity of
new legidation aso leads to discussions within the law enforcement community on its
interpretation and sometimes to a too restricted use in practice. As a result, in general the
experience with covert investigative methodsis still limited. Nevertheless, on the basis of the study
visits in the three member States of the Council of Europe (and the literature gathered and
studied), with some hesitations resulting from the lack of empirical data, we can conclude that in
particular the interception of communication and intrusive surveillance seem to be quite effective
in the combat against organised crime, especially in investigations directed towards international
operating crimina groups, since they have to resort to telecommunication in order to organise
their complex illicit activities. Law enforcement officials exploit this weakness of international
criminal structures effectively by the interception of the communication (particularly telephone
conversations) between the members of such groups.

However, the use of covert police methods is aso associated with grave risks’. Law
enforcement officials should carry out their dutiesin the combating of criminal organisationswith
minimum interference to the lives and liberties of individual citizens. A democratic society gives
significant weight to fairness and regjects the notion that the end justifiesthe means. Therefore, the
use of covert investigative methods requires greater justification than conventional police methods.
Notions like the subsidiarity and proportionality principles and the risk of collateral collusion
should be taken into consideration in the process of authorising the use of covert investigative
methods. Elaborate legidative controls over and strict monitoring of covert operations by
prosecutorial and judicial authorities are essential. In the countries that were visited during this
best practice study, the above mentioned principles do play arolein the authorisation process of
most, if not all, covert investigative methods. Furthermore, the control over the use of covert
techniques is made possible by the recording of the investigative activities and the immediate
availability of these records upon request for inspecting (judicial) authorities.

International criminal organisations increasingly use sophisticated communication
techniques. They use agreat variety of channelsthat make it easy to communicate across nationa

" For details see G.T. Marx: Undercover: Somei mplicationsfor policy. C. Fijnaut & G.T. Marx (eds.): Undercover.

Police surveillance in comparative perspective. Kluwer Law International, The Hague - London - Boston, 1995.
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borders (including static and mobile phones, pagers, E-mail, etc.). Thelarge number of (potential)
communication channels aready causes trouble for the interception by law enforcement. The use
of encryption, which at the moment is observed in rare cases, in the near future will serioudy
hamper the possibilities to intercept the telecommunication between members of the more
sophisticated and therefore in potentia the most dangerous criminal groups.

3.2 Suggestions

1.

Although the most important specia investigative methods, interception of
communication and intrusive surveillance, are applicable in all three member States
surveyed, at the moment there are major differences in the types of crime for which
covert investigative methods are allowed, the parameters which are to be taken into
consideration in the authorisation procedure and the agencies which can decide on the
authorisation.

Sinceone of thetypical features of organised crimeisitstrans-national character, and
covert investigative methods are in general, in comparison to traditional police
methods, more effective in the fight against this type of crime, harmonisation of the
relevant legal provisionsisimportant. Covert investigative methods should in principle
be applicable at least when there is probable cause for belief that one or more
individual s are committing, have committed, or are about to commit an offence which
isto be considered as organised crime. In the authorisation procedure, among other
meatters, it should be taken into consideration that normal investigative procedures
have been attempted but have failed or appear unlikely to succeed. Furthermore, into
consideration should be taken the probable cause for belief that particular
communications will be obtained through the proposed interception or that specific
proof will be obtained through the proposed intrusive surveillance.

In this best practice survey, severa specia investigative methods were encountered
which were not described in a formal (statute) law. This raises questions on the
legality of these methods. Examples are the systematic surveillance for a prolonged
period of time of suspects moving in public places and the monitoring of
communications traffic. These methods should be regarded as intrusions into the
private life of the individuals involved and therefore should be regulated by law.
Furthermore, they should be applied for pursuing legitimate purposes only and they
should be necessary and proportional to that purpose.

For the safeguarding of civil liberties, governments should formulate and publish
guiddines for al law enforcement bodies involved in covert investigative methods,
which describe in clear language the ethical standards, authorisation procedures,
record-keeping rules, complaints procedures and other guiding principles that law
enforcement should apply while using such methods and their results.

Governments should make it alegal obligation for al telecommunication providers
who operate in the country to establish the necessary technica facilities that alow
interception of communications on behalf of the law enforcement bodies of that
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country.

Governments should assist in the interception of telecommunication on, to, from or
viatheir territory at the request of judicial authorities from other member States.

Governments should try and establish international standards for the encryption of
telecommunication and promote law enforcement access to encrypted
telecommunication as alegitimate regul atory requirement.

Governments should create a nationa reporting system on the use of special
investigative techniques and publish annual reports, written by an independent high
authority, on the use of such methods.

An application procedure which knows more than three levels, might unintentionally
inhibit the legitimate use of interception of communication by law enforcement bodies.
Excessive bureaucracy should be avoided or eliminated. In genera, two (hierarchic
levels within the) instances involved in the application procedure should suffice.

Although, in principle, the increasing co-operation between law enforcement bodies
and national security services can be fruitful in the combating of criminal
organisations, extra precautions should be taken to prevent the potential illegitimate
gathering of criminal evidence by security services (who on the one hand have more
powersthan the police to use covert investigative techniques but on the other hand are
more committed to the conceal ment of sources and methods and whose activitiesare
neither authorised nor monitored by judicia authorities).

In generd, the nationa laws should not prohibit the use of legitimately intercepted
material (and other material that has been gathered through the use of covert
investigative methods) as evidence in court. When applicable, the prosecutor should
decide whether its use is needed in view of other available evidence and the
importance of the case while remaining cautious as not to reveal covert techniques
without necessity.

In thefight against organised crime, law enforcement officials should use methodslike
tracking (in combination with surveillance in public places) and the monitoring of
communications traffic as much as possible, as they are less intrusive than the
interception of conversations. Where appropriate, law enforcement should apply a
combination of investigative methods to guarantee maximum resultsin ashort period
and to minimise (in time) the intrusion in the private life of the suspect as well as of
individuals who belong to their environment. This tactic is also useful to overcome
counter measures by criminal organisations (such asthe use of coded communication
and counter surveillance).

Law enforcement should be allowed to formulate applications/approvals for the
interception of communication in amanner flexible enough to counteract the habit of
some (especially experienced and organised) criminalsto change devices frequently.
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For thisreason it isrecommended that applications and approvalsfor the interception
of communication specify the identity of the suspect(s) involved and leaveroomto the
different types, channels, and specific communication devices which the target
person(s) might use. However, an exception should be made for public telephone and
other public communication devices. For the interception of communication viasuch
devices an approval specifying the apparatus should be required.

Because of the potential infringement upon human rights, especially therighttolead a
private life, the judiciary or another independent high authority should be authorised
to exercise extensive a priori and ex post facto control on the use of covert
investigative methods. At all times there should be a legal possibility either by the
defence or by an independent authority (e.g. ajudge) to check the legitimacy of the
ways in which evidence was gathered.

National laws should oblige law enforcement bodies (or other authoritiesinvolved) to
delete as soon as possible, but in any case within 10 days &fter its recording, any
intercepted telecommunication between individuals none of whom are suspected of
having committed or prepared a crime.

Personswho fedl that their rights (might) have been violated through the use of covert
investigative methods, should in general be able to seek redress before courts of law
or other judicial bodies. These courts should have jurisdiction to determine whether
such method(s) are or were applied in this case and whether this happened within the
legal powers and functions of the law enforcement authority involved. The judicia

body should have the right to determine whether there was undue harassment of the
individual or abuse of discretionary powers in his or her regard. Should this be
established by the judicia body, it should be able to apply appropriate sanctions.

The nationa laws that regulate the use of specia investigative methods should not
limit the number of extensions for interceptions and other measures, however, it
should contain a provision which stipulates that ajudge or another independent high
authority should check the necessity of every extension in thelight of - inter alia - the
principles of subsidiarity and proportionality.

Governments should provide law enforcement with the necessary facilities to allow
interception of telecommunication all over the country and not restricted to specific
areas, channels or technical means (e.g. mobile phones).

Governments should make sure all of theintercepted communication islistened to by
functionaries who are able and authorised to judge its relevance for the ongoing
investigation.

Governments should make sure the quality and trustworthiness of interpreters
involved in investigations against organised crime groups are guaranteed and checked

regularly.
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Governments should set preconditions in such a way that in cases of international
organised crime, facilitiesfor the simultaneous trand ation of intercepted conversation
in aforeign language are readily available upon the request of the investigative team.

Law enforcement bodies should be obliged to store material that has been gathered by
means of covert investigative methods in a safe place until the tria is completed or
until the decision about non-prosecution of the subject(s) involved has a definite
status. This givesthetria judge the opportunity to decide whether or not, and if so,
what parts of, audio and video tapesthat contain intercepted communication and other
material collected should be disclosed to the defence.









