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Introduction
The T-CY is invited to take note of:

- the communication from the Commission of the European Parliament, the
European Council and the Committee of the regions “Towards a general policy
on the fight against cyber crime” [COM(2007)267 Final] (see Appendix I)

- the accompanying document to the Communication “Impact Assessment
Report” [SEC(2007)642] (see Appendix I1)

- the Memorandum of Understanding between the Council of Europe and the
European Union (see Appendix IlI)
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COMMUNICATION FROM THE COMMISSION
TO THE EUROPEAN PARLIAMENT, THE COUNCIL
AND THE COMMITTEE OF THE REGIONS

Towards a general policy on the fight against cybecrime

1. INTRODUCTION
1.1. What is cyber crime?

The security of the increasingly important inforroat systems in our societies covers
many aspects, of which the fight against cyber erisna core element. Without an agreed
definition of cyber crime, the terms "cyber crimétpomputer crime”, "computer-related
crime” or "high-tech crime" are often used interudp@ably. For the purpose of this
Communication, 'cyber crime' is understood as "trahacts committed using electronic
communications networks and information systemagainst such networks and systems".
In practice, the term cyber crime is applied teéhcategories of criminal activities. The
first coverstraditional forms of crime such as fraud or forgery, though in a cyber crime
context relates specifically to crimes committeeroglectronic communication networks
and information systems (hereafter. electronic oeks). The second concerns the
publication ofillegal content over electronic media (i.a. child sexual abuseent or
incitement to racial hatred). The third includesnes unique to electronic networksi.e.
attacks against information systems, denial ofiserand hacking. These types of attacks
can also be directed against the crucial critichbstructures in Europe and affect existing
rapid alert systems in many areas, with potentidibastrous consequences for the whole
society. Common to each category of crime is thay imay be committed on a mass-scale
and with a great geographical distance between dfwminal act and its effects.
Consequently the technical aspects of applied tigas/e methods are often the same.
These commonalities will form the focus of this Gommication.

1.2. Latest developments in cyber crime
1.2.1. Ingeneral

The combination of constantly evolving criminaligities and a lack of reliable
information makes it difficult to obtain an exaattoire of the current situation.
Nevertheless, some general trends can be discerned:

e The number of cyber crimes is growing and crimirsdtivities are becoming
increasingly sophisticated and internationaltsed

» Clear indications point to a growing involvementafjanised crime groups in cyber
crime

! The majority of this Communication's statementoment trends have been taken from the Study

to assess the impact of a communication on cyhenegrordered by the Commission in 2006
(Contract No JLS/2006/A1/003).



 However, the number of European prosecutions onbidss of cross-border law
enforcement cooperation do not increase

1.2.2. Traditional crime on electronic networks

Most crimes can be committed with the use of etgitr networks, and different types of
fraud and attempted fraud are particularly commod growing forms of crime on

electronic networks. Instruments such as identigftt phishing, spams and malicious
codes may be used to commit large scale fraudjallleational and international Internet-
based trade has also emerged as a growing probléis. includes trade in drugs,
endangered species and arms.

1.2.3. lllegal content

A growing number of illegal content sites are astdde in Europe, covering child sexual
abuse material, incitement to terrorist acts, dleglorification of violence, terrorism,
racism and xenophobia. Law enforcement action agairch sites is extremely difficult, as
site owners and administrators are often situatezbuntries other than the target country,
and often outside the EU. The sites can be movedaquéckly, also outside the territory of
the EU, and the definition of illegality varies citerably from one state to another.

1.2.4. Crimes unique to electronic networks

Large scale attacks against information systemsrganisations and individuals (often
through so called botnéjsappear to have become increasingly prevalenb,Ateidents
with systematic, well co-ordinated and large-scdleect attacks against the critical
information infrastructure of a state have recentlgen observed. This has been
compounded by the merging technologies and actetermterlinking of information
systems, which rendered those systems more vuleeratiacks are often well organised
and used for purposes of extortion. It can be asduthat the extent of reporting is
minimised, in part due to the business disadvastagdach may be the result if security
problems were to become public.

1.3. Objectives

In the light of this changing environment, thereais urgent need to take action — at
national as well as European level — against atm$o of cyber crime, which are
increasingly significant threats to critical infragtures, society, business and citizens.
Protection of individuals against cyber crime igseafexacerbated by issues related to the
determination of the competent jurisdiction, apgllile law, cross-border enforcement or
the recognition and use of electronic evidence. @sgentially cross-border dimension of
cyber crime highlights such difficulties. In addsi®) these threats, the Commission is
launching a general policy initiative to improve rBpean and international level
coordination in the fight against cyber crime.

The objective is to strengthen the fight againdberycrime at national, European and
international level. Further development of a spedtU policy, in particular, has long

2 Phishing describes attempts to fraudulently aeqsensitive information, such as passwords and

credit card details, by masquerading as a trushygrérson in an electronic communication.
Botnet refers to a collection of compromised maehi running programs under a common
command.

3



been recognised as a priority by the Member Statelsthe Commission. The focus of the
initiative will be on the law enforcement and cniral law dimensions of this fight and the
policy will complement other EU actions to improsecurity in cyber space in general. The
policy will eventually include: improved operatidriaw enforcement cooperation; better
political cooperation and coordination between Memlstates; political and legal

cooperation with third countries; awareness raijsitrgining; research; a reinforced

dialogue with industry and possible legislativei@atct

The policy on the fight and prosecution of cybemer will be defined and implemented in
a manner fully respecting fundamental rights, irtipalar those of freedom of expression,
respect for private and family life and the proimctof personal data. Any legislative
action taken in the context of this policy will best scrutinised for compatibility with such

rights, in particular the EU Charter of FundameRahts. It should also be noted that all
such policy initiatives will be carried out in fudbnsideration of Articles 12 to 15 of the so
called e-commerce Directiewhere this legal instrument applies.

The objective of this Communication can be dividei three main operational strands,
which can be summarised as follows:

« To improve and facilitate coordination and cooperabetween cyber crime units, other
relevant authorities and other experts in the Ee@opJnion

* To develop, in coordination with Member States,evaht EU and international
organisations and other stakeholders, a coherentPBli¢y framework on the fight
against cyber crime

» To raise awareness of costs and dangers posedby ayme

2. EXISTING LEGAL INSTRUMENTS IN THE FIGHT AGAINST  CYBER CRIME
2.1. Existing instruments and actions at EU level

The present Communication on cyber crime policysotidates and develops the 2001
Communication on Creating a Safer Information Sycley Improving the Security of
Information Infrastructures and Combating Compuédated Crime (hereafter: the 2001
Communication). The 2001 Communication proposed r@pfate substantive and
procedural legislative provisions to deal with batbmestic and trans-national criminal
activities. From this, several important propogalfowed. In particular, these include the
proposal leading to the Framework Decision 2005/B22& on attacks against information
system& In this context, it should also be noted thategthmore general, legislation
covering also aspects of the fight against cybéanerhas been adopted, such as the
Framework Decision 2001/413/JHA on combating framdl counterfeiting of non-cash
means of paymeht

4 Directive 2000/31/EC of the European Parliamewtk @iithe Council of 8 June 2000 on certain legal
aspects of information society services, in paldicelectronic commerce, in the Internal Market (OJ
L 178, 17.7.2000, p. 1).

5 COM(2000) 890, 26.1.2001.
6 0J L 69, 16.3.2005, p. 67.
! 0J L 149, 2.6.2001, p. 1.



The Framework Decision 2004/68/JHA on sexual exafimin of childrefi is a good
example of the particular focus put by the Commisson theprotection of children,
especially in relation to the fight against allrfe of child sexual abuse material illegally
published using information systems, a horizontalrgly which will be kept in the future.
To tackle security challenges for the informatiatisty, the European Community has
developed a three-pronged approach for network @formation security: specific
network and information security measures, the legry framework for electronic
communications and the fight against cyber crimghdugh these three aspects can, to a
certain extent, be developed separately, the numenaterdependencies call for tight
coordination. In the related field of Network amddrmation security, a 2001 Commission
Communication on Network and Information Security:proposal for an EU policy
approach was adopted in parallel to the 2001 communication cyber crime. The
ePrivacy directive 2002/58/EC lays down an obligatior providers of publicly available
electronic communication services to safeguardsemurity of their services. Provisions
against spam and spyware are also laid down thiée Network and Information security
policy has since been developed through a numberaations, most recently in
Communications on a Strategy for a secure Infownasociety’ that sets out the
revitalized strategy and provides the frameworkcaory forward and refine a coherent
approach to Network and Information security, amd Eighting spam, spyware and
malicious softwarg, and in the 2004 creation of ENIEAThe main objective of ENISA
is to develop expertise to stimulate cooperatiameen the public and private sectors, and
provide assistance to the Commission and MembeesSResearch resultsn the area of
technologies to secure information systems wilbgiay an important role in the fight
against cyber crime. Accordingly, Information andn@nunication Technologies as well
as Security are all mentioned as objectives in Ewe Seventh Research Framework
Programme (FP 7), which will be operational duriing period 2007-2013 The review of
the regulatory framework for electronic communicasi might result in amendments to to
enhance the effectiveness of the security-relatedigions of the ePrivacy Directive and
the Universal Service Directive 2002/22/2C

2.2. Existing international instruments

Due to the global nature of information networks policy on cyber crime can be effective
if efforts are confined within the EU. Criminalsrcaot only attack information systems or
commit crimes from one Member State to another,dant easily do so from outside the
EU's jurisdiction. Accordingly, the Commission hastively participated in international
discussions and cooperation structures, i.a. tt& Lgon-Roma High-Tech Crime Group
and Interpol-administered projects. The Commisssoim particular closely following the

work of the network for 24-hour contacts for Intational High-Tech Crime (the 24/7

8 0OJ L 13, 20.1.2004, p. 44.
o COM(2001) 298.
10 COM(2006) 251.
1 COM(2006) 688.

12 Regulation (EC) No 460/2004 establishing the EaespNetwork and Information Security Agency

(OJL 77, 13.3.2004, p. 1).

The European Union has already under tHeF6amework Programme for Research and and
Technological development supported a number eleglt, and successful, research projects.

14 COM(2006) 334, SEC(2006)816, SEC(2006) 817.
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network)®, of which a considerable number of states worléwithcluding most EU
Member States, are members. The G8 network cowmstita mechanism to expedite
contacts between participating states, with 24-hmmints of contact for cases involving
electronic evidence, and those requiring urgenist@sxe from foreign law enforcement
authorities.

Arguably, the predominant European and internationstrument in this field is the

Council of Europe's 2001 Convention on cyber cHindhe Convention, which was
adopted and entered into force in 2004, contaimsncon definitions of different types of
cyber crime and lays the foundation for a functignijudicial cooperation between
contracting states. It has been signed by manesstatcluding the United States of
America and other non-European states, and by aihbér States. A number of Member
States have however not yet ratified the Conventiorthe additional protocol to the
Convention dealing with acts of racist and xenopholature committed through computer
systems. Considering the agreed importance of tbevéhtion, the Commission will

encourage Member States and relevant third cosntige ratify the Convention and

consider the possibility for the European Commutotipecome a party to the Convention.

3. FURTHER DEVELOPMENT OF SPECIFIC INSTRUMENTS IN THE F IGHT AGAINST
CYBER CRIME
3.1 Strengthening operational law enforcement co@pation and EU-level

training efforts

The lack, or underutilisation, of immediate struet for cross-border operational
cooperation remains a major weakness in the area of Justimedbm and Security.
Traditional mutual assistance when confronted witlpent cyber crime cases has proven
slow and ineffective, and new cooperation strucuhave not yet been sufficiently
developed. While national judicial and law enforegmauthorities in Europe cooperate
closely via Europol, Eurojust and other structurtere remains an obvious need to
strengthen and clarify responsibilities. Consultasi undertaken by the Commission
indicate that these crucial channels are not usemhioptimal way. A more coordinated
European approach must be both operational antkgitaand also cover the exchange of
information and best practices.

The Commission will in the near future lay partemuémphasis otraining needs. It is an
established fact that the technological developmpraduce a need for continuous training
on cyber crime issues for law enforcement and jatauthorities. A reinforced and better
coordinated financial support from the EU to mudtional training programs is therefore
envisaged. The Commission will also, in close coafen with Member States and other
competent organs such as Europol, Eurojust, thedean Police College (CEPOL) and
the European Judicial Training Network (EJNT), wtokachieve an EU level coordination
and interlinking of all relevant training programsne

15

See Article 35 in the Council of Europe Conventioncyber crime.
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The Commission will organiseraeeting of law enforcement experts from Member States,
as well as from Europol, CEPOL and the EJTN, toulis how to improve strategic and
operational cooperation as well as cyber crimaitngiin Europe in 2007. Among other
things, the creation of both a permanent EU corgaitt for information exchange and an
EU cyber crime training platform will be considerdthe 2007 meeting will be the first in

a series of meetings planned for the near future.

3.2. Strengthen the dialogue with industry

Both private and public sectors have an interegpiimtly developing methods to identify
and prevent harm resulting from the activities nine. Shared private and public sector
participation, based on mutual trust and a comnigeative of harm reduction, promises to
be an effective way of enhancing security, alsthenfight against cyber crime. The public-
private aspects of the Commission's cyber criméyatill in time be part of a planned
global EU policy on dialogue between the public #melprivate sector, covering the whole
area of European security. This policy will in peutar be taken forward by the European
Security Research and Innovation Forum, which then@ission plans to create shortly
and which will regroup relevant stakeholders fréra public and the private sector.

The development of modern information technologasl electronic communication
systems is largely controlled by private operatd?svate companies carry out threat
assessments, establish programmes for the fighhsigarime and develop technical
solutions to prevent crime. Industry has displagedery positive attitude to assisting
public authorities in the fight against cyber cringspecially in efforts to counter child
pornography’ and other types of illegal content on the Internet

Another issue concerns the apparent lack of exehafhgnformation, expertise and best
practices between the public and the private sewvate sector operators are often, in
order to protect business models and secrets, tagiiyjcor are under no clear legal
obligation, to report or share relevant informatiam crime incidences with law
enforcement authorities. However, such informatiay be needed if public authorities are
to formulate an efficient and appropriate anti-a&imolicy. The possibilities to improve
cross-sector information exchange will be considexiso in the light of existing rules on
protection of personal data.

The Commission already plays an important role amious public-private structures
dealing with cyber crime, such as the Fraud Prémeriixpert Grouff. The Commission is
convinced that an effective general policy for fight against cyber crime must also
include a strategy for cooperation between theipidgctor and private sector operators,
including civil society organisations.

To achieve broader public-private cooperation is field, the Commission will in 2007
organise a conference for law enforcement expants @ivate sector representatives,

1 One recent example of cooperation in this fieldhis cooperation between law enforcement and

credit-card companies, through which the latterehassisted the police in tracking down purchasers
of online child pornography.

18 See http://ec.europa.eu/internal_market/paymeatslfindex_en.htm



especially Internet Service Providers, to discuss to improve public-private operational
cooperation in Eurogé The conference will touch upon all subjects degoeadd value
for both sectors, but especially:

» Improving operational cooperation in the fight angiillegal activities and content on
the Internet, specifically in the areas of ternorishild sexual abuse material and other
illegal activities particularly sensitive from ailchprotection perspective

 Initiating public-private agreements aiming at #ig-wide blocking of sites containing
illegal content, especially child sexual abuse miate

» Devising a European model for the sharing of nengsand relevant information across
the private and public sectors, one consideratieingoto cultivate an atmosphere of
mutual confidence and take the interests of aligmmto account

» Establishing a network of law enforcement contawi{s in both private and public
sectors

3.3. Legislation

General harmonisation of crime definitions and avai penal laws in the field of cyber
crime, is not yet appropriate, due to the varietyhe types of offences covered by this
notion. Since effective cooperation between lanosmr@ment authorities often depends on
having at least partly harmonised crime definitiohsremains a long-term objective to
continue harmonising Member States' legisl&flowith regard to certain key crime
definitions, an important step has already beeertakith the Framework Decision on
attacks against information systems. As descrilimm/ey new threats have subsequently
appeared and the Commission is closely following #volution given the importance of
continuously assessing the need for additionaklation. The monitoring of the evolving
threats is closely coordinated with the Europeangfrmme for Critical Infrastructure
Protection.

Targeted legislation against cyber crime should énaw also be considered now. A
particular issue which may require legislation tedato a situation where cyber crime is
committed in conjunction witlhdentity theft. Generally, "identity theft" is understood as
the use of personal identifying information, e.gradit card number, as an instrument to
commit other crimes. In most Member States, a c@would most likely be prosecuted
for the fraud, or another potential crime, rathert for the identity theft; the former being
considered a more serious crime. ldentity theftsash is not criminalised across all
Member States. It is often easier to prove the erohidentity theft than that of fraud, so
that EU law enforcement cooperation would be beterved were identity theft
criminalised in all Member States. The Commissialh iw 2007 commence consultations
to assess if legislation is appropriate.

19 The Conference could be regarded as the contoruafithe EU Forum presented in Section 6.4 in

the computer-crime communication.

20 This longer-term objective has already been maeticon page 3 of the 2001 Communication.
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3.4. Development of statistical data

It is generally agreed that the current state &rmation concerning the prevalence of
crime is largely inadequate, and in particular thath improvement is needed to compare
data between Member States. An ambitious five-ypdam to tackle this problem was set
out in the Communication from the Commission [Daveloping a comprehensive and
coherent EU strategy to measure crime and crimjoatice: An EU Action Plan 2006 —
2010 The Expert Group set up under this Action Plamiddgrovide a suitable forum for
developing relevant indicators for measuring thiemixof cyber crime.

4. THE WAY FORWARD

The Commission will now take the general policy thoe fight against cyber crime forward.
Due to the limited powers of the Commission in tieéd of criminal law, this policy can
only be a complement to the actions undertaken bynbkr States and other bodies. The
most important actions — each of which will imphetuse of one, several or all of the
instruments presented in Chapter 3 — will also hpperted through the Financial
Programme "Prevention of and Fight against Crime":

4.1. The fight against cyber crime in general

» Establish a strengthened operational cooperatiotwdssn Member States' law
enforcement and judicial authorities, an actionclhwill begin with the organisation of
a dedicated expert meeting in 2007 and which melydle the setting up of a central EU
cyber crime contact point

* Increase financial support to initiatives for imyped training of law enforcement and
judicial authorities vis-a-vis the handling of cyberime cases and take action to
coordinate all multinational training efforts inighfield by the setting up of an EU
training platform

* Promote a stronger commitment from Member Statesadinpublic authorities to take
effective measures against cyber crime and to akosufficient resources to combat
such crimes

» Support research beneficial to the fight againbecgrime

* Organise at least one major conference (in 200 laiv enforcement authorities and
private operators, especially to initiate cooperatin the fight against illegal Internet
activities in and against electronic networks aadptomote a more effective non-
personal information exchange, and to follow-uptba conclusions from this 2007
conference with concrete public-private cooperapiorjects

» Take the initiative for and participate in publidcyate actions aimed at raising
awareness, especially among consumers, of theofoshd dangers posed by cyber
crime, while avoiding the undermining of the trastd confidence of consumers and
users by focusing only on negative aspects of ggcur

» Actively participate in and promote global inteiinatl cooperation in the fight against
cyber crime

21 COM(2006) 437, 7.8.2006.
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Initiate, contribute to and support internationabjpcts which are in line with the
Commission policy in this field, e.g. projects rby the G 8 and consistent with the
Country and Regional Strategy Papers (regardingexadion with third countries)

Take concrete action to encourage all Member Statelsrelevant third countries to
ratify the Council of Europe's Cyber Crime Conventand its additional protocol and
consider the possibility for the Community to beeoaparty to the Convention

Examine, together with the Member States, the pimemon of co-ordinated and large
scale attacks against the information infrastriectof member states in view of
preventing and combating these, including co-otiiga responses, and sharing
information and best practices

4.2. Fight against traditional crime in electronicnetworks

Initiate an in-depth analysis with a view to prepgra proposal for specific EU
legislation against identity theft

Promote the development of technical methods aodeplures to fight fraud and illegal
trade on the Internet, also through public-priv@eperation projects

Continue and develop work in specific targeted srsach as in the Fraud Prevention
Expert Group on the fight against fraud with nogtcaneans of payment in electronic
networks

4.3. lllegal content

Continue to develop actions against specific illegatent, especially regarding child
sexual abuse material and incitement to terroriach raotably through the follow-up of
the implementation of the Framework Decision orus¢exploitation of children

Invite the Member States to allocate sufficienafinial resources to strengthen the work
of law enforcement agencies with special attentmrdentifying the victims of sexual
abuse material which is distributed online

Initiate and support actions against illegal contbat may incite minors to violent and
other serious illegal behaviour, i.a. certain typésextremely violent on-line video
games

Initiate and promote dialogue between Member States$ with third countries on
technical methods to fight illegal content as vaslon procedures to shut down illegal
websites, also with a view to the possible develpmof formal agreements with
neighbouring and other countries on this issue

Develop EU-level voluntary agreements and convestleetween public authorities and
private operators, especially Internet service plers, regarding procedures to block
and close down illegal Internet sites

4.4. Follow-up

In this Communication, a number of actions aimedrgiroving cooperation structures in
the EU have been outlined as next steps. The Casronisvill take these actions forward,
assess progress on the implementation of the tiesiviand report to the Council and
Parliament.
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Lead DG:
Justice, Freedom and Security

Commission Legislative Work Programme reference:
2007/JLS/010

1. PROCEDURAL ISSUES AND CONSULTATION OF INTERESTED PAR TIES

1.1.Background

After the last Commission Communications on netward information securityand
cyber crime were adopted in 2001, the use of the Internet hadoéed, and the
appearances of new phenomena and new techniquescheated a situation of increased
insecurity.

In its Legislative and Work Programme 2007 the Commission considered that a
comprehensive update of the Commission's cyberecpolicy has become necessary and
therefore envisaged the preparation of a Commuaitan European Cyber crime policy.

The Commission adopted two Communications on sicand privacy in the Information
society in May and November2006 respectively. Those Communications and other
prevention oriented documents have been taken actmount in the present Impact
Assessment and in the initial planning for the Camimation on the fight against cyber
crime. It is hard to draw an exact dividing lindveen the area of network and information
security and the area of fight against cyber crismg;e no effective crime repression policy
can be established without an effective preverdioth general security policy supporting it,
and vice versa. However, to be brief, it can beswmered that this cyber crime
communication and its impact assessment build ormnanal law enforcement perspective
and therefore concentrate principally, but not esiefely, on third pillar issues.

The assessment of problem areas and the possildg pptions presented in this Impact
Assessment are based on extensive formal and iafoconsultations with experts and
other stakeholders, mainly - but not exclusivelyside Europe.

During the consultation process it became clear ttere is not much data or statistics
available. This is due to many factors, but espigci®m the cross-border and global
character of cyber crime, the difficulty to establithat such crimes have taken place and
the lack of reporting of such crimes. A true pietof cyber crime incidents in Europe is

1 Communication on Network and Information SecuRtpposal for an EU policy approach -COM(2001) 298

2 Communication on enhancing creating a Safer Infttion Society by improving the security of infotiorainfrastructures and
combating computer related crime - COM(2000) 890.

3 Communication on a strategy for a Secure InfoiomaBociety — "Dialogue, partnership and empowerthe@OM(2006) 251.
4 Communication on Fighting spam, spyware and nml&software - COM(2006) 688.
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thus very hard to establish. Little statisticaledestavailable and existing data gives a rather
disparate picture of the situation at EU-level. Jineparations for this report already at an
early stage made it clear that no quantitative oebtbould be used and that the only
method available to assess the impacts would domsig qualitative consultation of
stakeholders. The lack of quantitative data is tduthe fact that cyber crime incidents are
rarely reported to law enforcement authorities.phrticular companies that have been
victims of such crimes fear negative impacts if Wiexige of the vulnerability of their
information and communication technology systentobees public.

This lack of data (and details on the current stéteational legislations) was thus one of
the main reasons why the Commission in 2006 dedidextder a study from an external
contractor. This external stuglywhich was established in the period July-Octa2@06,
constitutes the main support for this impact assess report. The problems and objectives
assessed were defined by the contractor in clossuttation with the Commission and on
the basis of a desk analysis of appropriate amalytmethods and applicable legal
documents. The core of the study was carried orguggh numerous interviews with
relevant stakeholders (i.e. European Commissioncial§, law enforcement bodies,
national prosecutors, Internet service providergerhet security providers, specialists and
companies facing specific risks, network and infation security associations, public and
private cyber crime experts, civil organisationsjvarsities and consumer associations).
Subsequently, the Commission services have infdyntainsulted different stakeholders
and especially Member States expemsorder to confirm the conclusions made in the
external study. These consultations confirmed thate is a global consensus among
practically all stakeholders regarding the EU ndadsis field. Although there is a lack of
reliable and quantifiable data, the consultatidns tprovided a sufficient evidence base for
identifying problems and corresponding objectiaas] assessing available policy options.

On the basis of these activities, the Commissiorpresparing a new general policy
initiative, consisting of a Communication on thghi against cyber crime at EU level. The
present impact assessment report will thus pritigigkeal with strategic policy choices.

Part of the strategic options that will be assessedmore specific, operational actions,
which are not in all cases of relevance for immidlicy purposes, but could fit into the
strategy in a longer term perspective.

1.2.State of play: presentation of existing instruments

For the purpose of this Impact Assessment, th@vatlg legislative and non-legislative

measures have especially been analysed, particutarklation to possible "gaps" which

will be discussed below. It should be underlineat the list below only described the most
important instruments. Many other relevant legatl aither acts exist, and can be of
relevance for the Commission policy against cylvene.

5 Study to Assess the Impact of a Communicatid@yber Crime prepared by Yellow Window ManagememisGlting (Contract No.
DG 2006/JLS D 2/03).
6 Such as the members of the Europol High TecheCErperts group.
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The Council of Europe Convention on cyber crime (hereafter: the CoE Convention) is
no doubt the most important and comprehensivenatemal instrument in this field, but
its significance depends also on its applicatioit has by 1 March 2007 entered into force
only in ten Member Stateand nine non EU Member States. The CoE Conventios &
facilitate international cooperation, detectionyastigation and prosecution of cyber crime
and calls for establishing a common basis for suitste- and procedural law and for
jurisdiction. The objectives of the policy outlingd this report will complement and not
duplicate what has already been decided througlCtresention. It should be underlined
that the Convention only covers a number of speddgal and procedural questions,
whereas the planned EU anti-cyber crime policy wdlver cyber crime from a global
perspective.

In comparison with the CoE Convention, theamework Decision on Attacks against
Information Systems places emphasis rather on approximation of crinmanalimproving
cooperation between judicial and other authoritbadljng for the use of existing networks
of operational points.

The Framework Decision on combating terrorism currently does not contain direct
references to cyber terrorism, but can be of relega

The Council Decision to Combat Child Pornography on Inernet: calls Member States
to promote and facilitate investigation and prosieci to encourage internet users to report
to competent authorities, to use the existing [gooftcontact, to cooperate with Europol
and Interpol and also to build up dialogues wiitidustry.

The Directive on Electronic Commerce? is important concerning issues of responsibility
as it excludes any obligation of network operatormonitor the information they transmit
or store.The Directive on privacy and electronic communicatns®, besides containing
provisions on spam, envisages also an obligatiosdovice providers to take measures to
safeguard security and to inform users in caseadfqular risk of breach of security of the
network. The Directive on the retention of data is particularly relevant for the purpose
of prevention, investigation, detection and prosiecuof criminal offences as it ensures at
EU level that certain data, in the course of thppgu of communications services, are
retained for a certain period of time.

7 Council of Europe Convention on Cyber crime, 288f://conventions.coe.int/Treaty/en/Treaties/Hfr@5.htm

8 Bulgaria, Cyprus, Denmark, Estonia, France, Hurygaithuania, the Netherlands, Romania and Sloaeni

9 Framework Decision on attacks against informasgatems (2005/222/JHA).

10 Framework Decision on combating terrorism (200&/JHA).

11 Council Decision of 29 May 2000 to combat cpitdnography on the Internet (2000/375/JHA).

12 Directive 2000/31/EC on certain legal aspectmfifrmation society services, in particular elertic commerce in the Internal
Market.

13 Directive 2002/58/EC concerning the processihgessonal data and the protection of privacy ie #lectronic communications
sector.

14 Directive 2006/24/EC on the retention of datagyated of processed in connection of the provisfopublicly available electronic
communications services or of public communicatiwetsvorks and amending Directive 2002/58/EC.
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All the instruments just presented, including theEQConvention, have in common that
they cover only some aspects of the fight agaiyiseccrime. The initiative discussed in
the present report aims at a more strategic anddmdal perspective, covering the whole
range of the cyber crime problem area.

1.3.The Impact Assessment Board

On 9 March 2007, the Impact Assessment Board oEtlrepean Commission delivered an
opinion regarding a preliminary version of this mep Assessment report. In the opinion,
the Board in brief stated that:

* A more focused analysis should be presented ofptbélem, objectives and
policy options, giving particular attention to thastification for EU action and
providing a realistic picture of its likely addedlue

» The definition of problems and objectives shoulctlagified, ranked and focused

» The presentation of policy options should be sifrgai and strengthened as
regards the subsidiarity and value added aspects

* A clearer discussion of economic and social impaets advisable

The present version of the Impact Assessment régasrtboeen completely restructured and
significantly redrafted, with a view to taking tleesecommendations fully into account.

However, the recommendation to rank the objecthas only been followed to the extent

possible. The objectives of this policy are vergsely connected to each other and not
interchangeable; a ranking between them can thiysbenof tentative character.

2. PROBLEM DEFINITION

2.1. Overall problem

The rapid development of Internet and other infdromasystems has given rise to a
completely new economic sector and to new rapiavglef information, products and
services across the internal and external bordérthed EU. This has obviously had
numerous positive effects for consumers and cifiz8he new sector also contributes
considerably to economic growth in many areas inmope. However, the same
development has also opened many new possibilitesriminals. A pattern of new
criminal activities against the Internet, or witletuse of information systems as a criminal
tool, is clearly discernible. These criminal adies are in permanent evolution, and
legislation and operational law enforcement hawaats difficulties in keeping pace. The
intrinsic cross-border character of this new typerome also creates a need for improved
cross-border law enforcement cooperation.

In section 2.2 below, eight strategic problem aredsbe used in order to explain the
overall problem more in detail. It should be notleat the consultations undertaken in view
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of the present report indicated strikingly conuegtviews from all stakeholders — be they
law enforcement authorities or private companiesgarding current EU problems in this
field.

2.2. Strateqic problem areas in detail

2.2.1. The growing vulnerability to cyber crimekssor society, business and citizens

The importance of the internet is growing as congmand organisations are interlinked
and become more and more depending on communicsgiams, especially the internet.
Due to new spam techniques and enlarged spam velameé to other new phenomena
such as phishing, botnets, malware, theft of cades of different personal information,
insecurity has increased and the level of trustldesen reduced. The fight against cyber
crime is one of the most important factors in tfferés to strengthen security, but also one
of the most difficult. Besides the difficulties dfscovering crimes and the cross-border
nature of cyber crime, the determination of the petant jurisdiction and applicable law,
the cross-border enforcement and the recognitichuse of electronic evidence enhances
difficulties to prevent and prosecute crime.

It can be assumed that the continuously enhancelobligation and interoperability of
information systems will make the cyber environmevgn more vulnerable, although new
security technigues and strategies may also comphet picture in compensating for this
increased vulnerability.

2.2.2. Anincreased frequency and sophisticatiotybér crime offences

The lack of information on cyber crime in Membet®s makes it difficult or even

impossible to identify and quantify the crime levéhe external study mentioned above
has given some indicative data only. In the absesfceeliable global statistics, the

following general indicative trends in cyber cricen however be discerned:

* New sophisticated techniques are increasingly bgediminals
» Cyber crime attacks are more and more often tadigetepecific groups of victims

» Crimes, particularly fraud, are increasingly ofteommitted with the help of
identity thefts and phishing

* The most serious threat lately seems to be theaappee of so called botnets,
which make it possible to, for example, infect @éanumber of computers in order
to use a whole network to commit crimes at a |agae

* A trend towards more organised crime on the Intefoeused only on financial
profit, has been observed

As an indicative example of the increased frequancgne particularly serious form of
crime, the publication of child sexual abuse materit should be underlined that the
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UKbased Internet Watch Foundation has estimatedthieanumber of sites with this type
of illegal material has increased with 1 500 petaenhe period 1997-2005.

15 Phishing signifies attempts to fraudulently dogigensitive information, such as passwords amdliticard details, by masquerading
as a trustworthy person or business in an electr@oimmunication.

2.2.3. The lack of a coherent EU-level policy aadidlation for the fight against cyber
crime

As EU integration continues, the need for betteordmation of criminal policies is
accentuated. This is true in particular for thédfief fight against cyber crime. All Member
States have national policies against cyber crimeeatain aspects of cyber crime. There
are also different multinational projects to intarnect these policies. These projects often
concern particular aspects of the problem ared) asdhe fight against child pornography
or the fight against illegal trade. Despite thestetice of organs and structures such as the
Europol High Tech Crime group, it can not be clainthat an elaborated coherent
horizontal policy in Europe on the fight againsbey crime exists. A continuing situation
of uncoordinated policies in Europe would incretise problem by leading to fragmented
anti cyber-crime actions, a state of affairs whiobuld potentially be exploited by
criminals. The risk that criminals would exploitffdrences between Member States is even
more concrete when it comes to differences in lagm. Criminals may choose to set up
shop in a country in which a specific activity isnished more mildly or is not even
criminalized. In view of studying this problem, eefiminary analysis ofegal gapsin and
between Member States has been carried out thithegkxternal study, but the analysis of
this very complex issue must be deepened befordiaalyconclusions can be drawn. The
analysis has been done on the basis of the CoEetiom, which is probably the most
comprehensive legal act that exists in this field.

In this context, it should be noted that to date tlifferent approaches have been applied
to the definition of cyber crime. The first apprbamonsiders only computer- or network-
specific crimes. The second approach includes edsoputer- or networkrelated crimes,
thus covering also traditional crimes committedhwiite support of a computer or over a
network. According to the first approach, legislatineeds to include only computer- or
network-specific crimes because non- computer- ewark-specific crimes are often
sufficiently covered by the provisions against tiadal crimes. The second approach
deems necessary the adoption of specific provisfonscomputer- or network-related
crimes, taking into account the principle prohigtithe interpretation of penal law through
analogy, and demanding a precise definition of Hatare considered to be crimes. When
legal gaps between Member States are analyzedjitfésence in approaches must be kept
in mind. In view of the rapid evolution of cyberime and the increase in the different
types of cyber crimes that are being perpetratad,important to consider a development
of a categorisation of cyber crimes that finds tight balance between these two
approaches.
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Regarding thesubstantive legislatigrthere is a constant need to monitor crime débimst

in order to make sure that they are still validhsidering the quick technology changes and
new emerging crime types. Definitions need to béeabknology neutral as possible. One
example is the notion otbmputer systefnn the CoE Convention, which has given rise to
some problems such as the exclusion, accordingeaase-law in some states, from the
sphere of application, of mobile telephones or othieeless technology. In the framework
Decision 2005/222/JHA, the notioninformation systefiy which should be more
technology neutral, has been used instead. Com$ildergeneral differences between
Member States still exist in formal crime definiig It is however hard to make any
conclusion on the basis of this, since the lackxgdlicit legislation does not always mean
that there is no law (in the form of case-law drestnon codified regulation). For example
in many Member States compufeaud and forgeryfall under traditional terms of criminal
law, and no specific legislation is then considdmede needed.

A specific problem concerndentity t heft which is often used as an instrument to commit
crimes. In many Member States, identity theft ashga not criminalised, which may lead
to considerable problems in cross-border law eefoient and judicial cooperation. It has
also been confirmed by stakeholders that the legsns to fight identity theft before
another crime is committed are, partly for thissag limited. It should be considered that
identity theft is the core activity of many cybeinges, and that cyber criminals find it
relatively easy to steal identities.

Generally speaking national legislations are ratalform, or even close to harmonized,
regardingcontent-related offences.

Specificprocedural measureare provided by the CoE Convention, such as pratervof
stored computer data, production order, searctsarmire of stored computer data, or real-
time collection of computer data, but the Convemtias not been ratified by all Member
States, and the majority of them still apply gehpracedural provisions to cyber crimes.
Many stakeholders have underlined a need for Eampeocedural rules defining types of
data, modalities to preserve and produce evidence.

The conclusionvould be that many differences exist between lagos within the EU
and that this may cause a problematic situatideuirope.

2.2.4. Specific difficulties in operational law erdement cooperation regarding cyber
crime

The fight against cyber crime often implies a néea@ct very quickly against a criminal
activity. Criminals may often change web addressagrnet services providers or user
names, especially when there is a risk of intemeanfrom law enforcement authorities. If
the criminal activities are to be stopped, therthiss often a clear need of extremely rapid
action and information exchange, often border-eéngssThe current procedures for intra-
European and international law enforcement coojmeratre not adapted to the fight
against cyber crime in this respect. It should teed that the difficulties in this context are
not a result of EU integration, but rather of insic cross-border technologies and the
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general impact of globalization. The borders of Eig are very seldom the borders of
cyber crime activities.

As a consequence of the technical evolution, cisirare now using with fast networks
allowing them to commit crimes over different nati judicial territories in a very short
period of time and also to eliminate evidence, mstquickly. Due to the cross border
nature of cyber crime, criminals can also easiltawbsignificant comparative advantages
in relation to law enforcement authorities. In didai to the fact that cyber criminals do not
have to be present physically while committing thiene, weak or nonexistent legislation
or a lack of law enforcement specialists on cybienes can give criminals an advantage.
Law enforcers also have the problem of getting usembntinuous new forms of crime, of
handling the increasing number of cases and oftirgaquickly within the national
jurisdiction as well as across other jurisdictions.

The pressure on the system is enhanced by the ¢omeuming procedures that are
necessary to access data, to separate relevanirielevant data and to secure electronic
evidence. The procedures which law enforcers neadé to get relevant information are
also perceived to be much too slow. As an exantpkfact that law enforcement in one

country can not directly contact a network operatanother state, even though a crime in
their own state may have been committed via theidor operator, makes work very

difficult.

There are a number of organisations and mechangmhb,as Interpol, the G8 and Council
of Europe 24/7 contact points, Europol, CEPOL aatbfist, which are dealing with trans-

border crimes. Theoretically, international cybame could be handled by these bodies.
However, experience shows that this does not dfegapen. It would thus seem that good
structures exist, but that they are not used inhang close to an optimal way.

2.2.5. The need to develop competence and techoalal Training and research

The fast evolution in cyber criminality means ttiedre is also a situation of increased need
for training at all concerned levels. It shouldrimed that there is a global need for training
of the entire population, but the present pointoaius will be on analyzing training needs
for law enforcement and judicial authorities. Doetlie fact that technology is changing
extremely quickly, there is an obvious need fortowous training not only for specialised
units, but also for any police officer, judge oogecutor who could be confronted with
cyber crime activities. The cross-border charadkercyber crime makes it easy for
criminals to move their activities from one state another at short notice. Criminal
activities may be moved to states considered t@ lveeak law enforcement in this area.
Already for this reason, there is a clear Europé#arest in making sure that law
enforcement authorities in all Member States afficently trained to meet the cyber
crime threat.

Closely linked to the training issue is the needbtold on and take forward relevant

research in this area. In particular the develogroétechnological tools to trace criminals
and victims and to prevent or stop criminal cybetivities need to be promoted.
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2.2.6. The lack of a functional structure for co@g®n between important stakeholders in
the public and the private sector

Industry has often shown a very positive attitunleards assisting public authorities in the
fight against cyber crime, but the public authestare very often not aware of programmes
and actions run by the private sector, which caunlthct serve as an important support to
traditional law enforcement and crime preventiotivities. There are very few initiatives
in Europe to centralise existing information plaths.

Public authorities and law enforcement are alsoambys informed of criminal attacks

against private companies. Private sector operai@ften, in order to protect business
models and secrets, reluctant to report or shdoenration on crime incidences with law

enforcement authorities. However, such informat®needed if the public authorities are
to be able to formulate an efficient and well-atidsanti-crime policy. The willingness of

companies to report criminal incidents may be lohke the fact of whether or not police

officers make an official case out of each repbeyt receive, or to the fact that the
perception is such that police cannot follow-upr@ported crimes anyhow.

One other main problem regarding the fight agaaykter crime is the lack of adequate
statistics. Individual users do not report incidertecause often they are not aware of the
attack, do not care about it, do not know where laod to report or simply they do not
want to inform authorities. Nonetheless, it is impat to note that the analysis conducted
has shown that companies in general do apprediatadvantages of better exchanges of
information. Indeed, raising customer awareness @aable the consumers to protect
themselves more effectively, or to better acceptrtbeds as well as the cost and possible
inconveniences of higher protection. Informationactims may also highlight security
problems in certain sectors, which in turn may iower policy and legislation makers'
understanding of the need to protect those paati@dctors.

It should be noted that there is a generally satisty operational cooperation between
network operators and web hosts and law enforcefmedaies concerning closing down of
web sites, especially those containing child poraply, and the blocking of crime related
communication between specific users. In spiteheflack of clear provisions on shutting
down sites, network operators frequently close dawuch web pages on their own
initiative. In many cases cyber crimes and cringnedn hardly be detected unless the
private sector cooperates with law enforcementaiites. There is thus a public interest in
having network operators taking an active parinwvestigations and in legal proceedings.
The role of network operators is especially impatrta relation to blocking specific web
sites with illegal content or which are used to marp botnets, as they are in a special
position regarding communications on the Internkkt.should also be noted that
investigations are often pursued by private comgmnwithout the knowledge of the
authorities.

It can thus be stated, as a conclusion, that ar ded urgent need and scope for
improvement of the cooperation between the pubiat the private sector in this field has
been identified. An effective programme for thehfiggainst cyber crime can only be truly
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effective if it includes a strategy for cooperatiogtween the public sector, especially law
enforcement authorities, and private sector opesateor this, an atmosphere of trust and
confidence is needed.

2.2.7. Unclear system of responsibilities and liibs

A specific issue regarding both possible EU legistaand EU public-private relations in
the fight against cyber crime concern the respdlitgls and liabilities of different actors in
cyber space. The lack of clear responsibilitiealb&ctors has been identified as a problem
area in Europe. Even if the fight against cybemeris the object of this report, it should be
noted that repression is not possible without prgga, and that prevention is indeed the
top priority in terms of efficiency. Setting clesgsponsibilities for all actors in the cyber
world would represent enormous advantages for hadbe involved, whether they are
victims or law enforcers and prosecutors. Four meategories of actors could be
considered: (1) end users, (2) providers of sesviieectly linked to Internet, (3) providers
of e-services and (4) manufacturers of hardwarsoftware tools etc. Network operators,
in particular, have a clear technical capacitydentify and prevent a large number of cyber
crime offences, but also manufacturers of softwardd make their products crime proof.

2.2.8. The lack of awareness of the risks emandtarg cyber crime

The financial and social risks emanating from cybeme attacks can be enormous. It
appears that these risks are not known widely emaugare partly neglected. This is also
due to the reluctance to report crime (referreshteection 2.2.6). The lack of reliable data
and statistics is likely to contribute to lack of awareness of tlsks emanating from cyber
crime, especially among particularly vulnerablegoial victims, such as small companies,
organisations and individual citizens. There iseaagal need to better protect all users of
electronic information systems, and this can mabb@dydone if awareness of existing risks
is enhanced. Campaigns should especially be ddetdevards consumers and other
identified potential vulnerable victim groups. K however important that awareness
raising programmes do not undermine the trust amficdience of consumers and users by
focusing only on negative aspects of security.

2.3. Who is affecte?

Cyber crime affects all sectors of society, andolcp to counter it will also be visible
practically everywhere. Considering that the numidetitizens using private computers is
very high, most individual citizens — already ireithcapacity of potential victims — may
also be affected by any initiative in the areaight against cyber crime.

There are however also clear indications pointingnereased criminal activity directed
against specific groups of victims. As an examifleyould seem that phishing and other
tools used to commit fraud crimes appear to be wused more targeted fashion against
more vulnerable potential victim groups, such ay w®ung persons or small companies
with less developed financial control mechanismas. eifective anti cyber crime policy
could thus have clear beneficial effects for thgisips. In the short term, the main public
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stakeholders of an EU level policy against cyb@émerwould be all authorities with an
anti-cyber crime programmas mainly law enforcement authorities.

2.4. Does the EU have a right toact

Given the scope and magnitude of security threatseed to tackle the threats from cyber
crime persists and may be growing. Security isso@sected to cyber crime have a global
dimension and cannot therefore be dealt with ortlynational level. The threat is
international, and so must be at least a part efatlswer. It is beyond any doubt that the
fight against cyber crime will continue to be masiportant and effective at a national
level, but there is a clear need to interlink andgibly complement national efforts at the
European level.

The EU actions discussed in this impact assessnegairrt will not go beyond what is
required and what is clearly adding value at thel&l. Already the limited EU legal
competence in this field implies that the main dieatof all planned EU actions in th#
short term will be of a coordinating nature. Thghti against cyber crime will also in the
future primarily be a responsibility of Member &stand the scale of EU intervention will
remain limited. However, the benefits of EU-levebadination in this field should not be
underestimated. Operational law enforcement woekresj cross-border criminal activities
would be considerably facilitated and a more stmed exchange of information and best
practices could provide a clear added value foronat law enforcement bodies. Such
efforts could also create synergies and, in tudd a clear value also at EU level. The
intrinsic international and cross-border charaofexybercrime is proof enough that actions
are needed both at global international and at ¥#llefhe Commission, fully respecting
the subsidiarity principle, is ideally placed taoodinate such actions, in close cooperation
with Member States and other international orgdimsa. It should again be underlined
that the EU level policy can at this point in timely be a supplement to national and other
international policies. A reinforced EU coordinatishould mainly be regarded as a limited
but nevertheless very important contribution to tiaional and global actions against
cyber crime.

The policy to be outlined in this report will incle a number of future and more concrete
actions, including the organisation of conferendés, setting up of formal or informal
networks, as well as legislation. Those futurecedtiwill be assessed in time, in order to
certify that they add value at EU-level before tlaag undertaken. In the same way, the
legal bases for these actions will be defined lafeer a close study of the content of the
particular actions.

Proposals for an improved framework for collectiindata can be found in the Communication on atstya for a Secure Information
Society — Dialogue, partnership and empowermer®M{2006) 251.

3. OBJECTIVES

The overall strategic objective of the proposedgypbased on the problems identified
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above, can be summarized as follows:

* To strengthen and better coordinate the fight agaiyber crime at national, European
and international level

This overall strategic objective can be dividea itite following six strategic level
objectives, presented in a tentative order of fiyior

» To improve operational cross-border law enforcenaetipns against cyber crime
in general and against serious forms of cyber ciimparticular, and to improve

exchange of information, intelligence and best ficas between law enforcement
agencies in Member States and beyond

 To identify and create operational instrumentscimoperation and common goal-
setting between the public and the private seator ta improve the exchange of
information, intelligence and best practices foe thght against cyber crime
between the public and the private sector at Eellev

» To establish a political platform and structurestfe development of a consistent
EU Policy on the fight against cyber crime, in ceion with the Member States
and competent EU and international organisationd,ta make existing legal and
institutional frameworks more effective, also byardlying responsibilities and
liabilities for all relevant actors

» To meet the growing threat from serious forms dfesycrime by promoting skills,
knowledge and technical tools; including actionsttengthen relevant training and
research

* To raise overall awareness of the threat of cyléne; especially among
consumers and other vulnerable groups of potentalms, while avoiding to
undermine the trust and confidence of consumersuseds by focusing only on
negative aspects of security.

An EU policy against cyber crime would need to uld all these strategic objectives,
since they are closely interlinked and could hatuftyfollowed separately in an effective
way. The priority order tentatively set out abokias only has a limited validity. All policy

options discussed in the present report will theigtbempts to address all these objectives.

4. STRATEGIC POLICY OPTIONS

4.1. Formulation of policy options

Any policy for the fight against cyber crime witlue to the nature of the subject-matter, be
of a multi-faceted nature. To be truly effectivlee tpolice must combine traditional law
enforcement activities with other instruments, sashself-regulatory elements and the
setting up of structures for cooperation betweefferdint stakeholders. A number of
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problem areas and strategic objectives for thegptasitiative have been presented above.
To reach these objectives, a number of differedt@mbined actions are needed.

There are many possible ways to address the prebiiscribed above. The Commission
services have considered a number of concretensctiwhich are complementing each
other rather than constituting completely sepasdternatives. These policy options are
presented in more detail in the preparatory exteshaly. In order to choose a concrete
coherent policy for the next few years, a policy ichh will be presented in a
communication planned for adoption in 2007, thesotiyes set out above have resulted in
four "option packages" (hereafter: general poligtians), each including a number of
specific potential actions.

All of these general policy options, except thestfione ("status quo"), include elements
which will contribute to all of the objectives pesged in section 3 above. In brief, the
second option concentrates on the setting up @galatory framework and new formal

structures, the third looks at informal and setfedatory networks and action, whereas the
fourth general policy option is a combination ofu&atory and informal measures. The
options packages have been discussed with pubtiqpawate external stakeholders, who
have in general agreed on the choices proposdiukingport.

4.2. The four general policy options
4.2.1. General policy option 1: Status quo/no majew action at all

This option would mean that no general horizontloa is taken in this field by the
Commission now. This would imply that:

« The Commission would continuously assess the neethfgeted legislation or policy
action and take appropriate action when needed

The Commission would continue to play its role aBqy initiator and propose legislation
when needed, but no horizontal strategy for this/ig in the area of fight against cyber
crime would be launched.

» The Commission would follow existing EU and interoaal structures projects against
cyber crime

The Commission would continue to actively partitgpan the European efforts to
strengthen network and information security. It Woalso continue to actively follow
external work, for example in the Council of Eurapean the G 8 Roma-Lyon High Tech
Crime Group.

» The Commission would continue to initiate new petgein targeted fields of interest for
the fight against cyber crime, but would not takey dorizontal policy initiative The

Commission would also in the future support différg@rojects through its financial
programmes, especially the programme "PreventiandfFight against crime".
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4.2.2. General policy option 2: General legislation

This option would mean that a policy to graduallggose a general regulatory framework
for the fight against cyber crime is adopted. Saqolicy would imply that:

* The Commission would systematically propose haraeshor unified crime definitions,
especially for the EU but also at the internatidagél

The Commission is already active in this area;aaitfn only with regard to specific single
crimes. As an example of efforts to harmonize craeénitions, the Framework Decision
on Attacks against cyber crime can be mentioned.ghbal strategy to generalise this
effort has however existed. The action suggestedldvenean that actions to achieve
harmonized or unified crime definitions in the widield of fight against cyber crime
would be undertaken.

» The Commission would propose common minimum staidsdor criminalization and
penalties in the EU

The Commission is already active in this area, asidally the same way as described
above regarding harmonized and unified crime didims. No global strategy to make this
effort general has however existed. The action esiggl would mean that actions to
achieve minimum standards of criminalization andimum penalties in the whole field of

fight against cyber crime in the EU would be unaleen.

» Generally applicable rules on responsibilities Babllities - in particular rules imposing
legal obligations for network operators, produ@erd consumers to take specific security
measures to fight cyber crime - would be proposed

The Commission would in this case consider stresmgtig the obligation for the network
operators to remove or to disable access to tlen&tion when they are aware or have
knowledge of illegal activity or information.

» Formal platforms for the area of public-private peration as well as the area of training
and research would be created

The Commission would in this case propose or taloeraal decision to set up a specific
public-private platform. This formalized structukghich could take the form of networks
or expert groups, would be provided with their awtes of procedure, and would also deal
with awareness raising issues.

A formal law enforcement network would be created

The Commission would in this case propose or tak®raal decision to set up a new body
dealing permanently with EU coordination of the mgbenal fight against cyber crime.

Training and research issues would also be harig¢tis body. A continuous analysis of
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potential legal gaps and EU legislative needs caldd be within the remit of the group,
which could be given the competence to formulatemanendations.

4.2.3. General policy option 3: Creation of inforimeyber crime and public-private
networks, combined with the setting up of voluntafyemes for certification of products
and services at different levels

This option would mean that the Commission, alongéogether with other institutions,
would formally set up networks or expert groupsyber crime. This would imply that:

* An informal body of law enforcement cyber crime estp would be set up

The Commission would, through the organisationegfufar dedicated meetings, set up an
informal network of law enforcement experts. Théwwek would be asked to informally
coordinate operational law enforcement activitiad af creating a informal coordination
points all over Europe, dealing also with areashsag exchange of information and best
practices as well as training and research issuéisel very specific field of fight against
cyber crime. The network could build on, and cooatie with, existing structures, such as
the Europol High Tech Crime or the Council of Ewelp 8 24/7 network. The network
would thus also be in contact with internationatipars.

* An informal platform/network of public and privatgber crime experts would be set up

The Commission would set up or contribute to thigrsup of an informal but permanent
platform of law enforcement experts as well asgigvsector network and information
security experts. The network would complementisvork mentioned in the point above
and the two networks should be closely coordindteg@articular, the network would have
the task of creating models for the exchange afiea nonpersonal information between
the sectors. It could also be linked to public pridate actors in neighbouring countries.

4.2.4. General policy option 4: A coherent strategpproach

This option would mean that a coherent strategy tha fight against cyber crime is

introduced at EU-level. The main feature would lhe $etting up of a strategic framework
for the EU-level policy against cyber crime, wittetgeneral objective of achieving a better
guidance on concrete actions and an optimizatiorexa$ting means. Other important

operational features of this strategy would be:

* An improved EU-level law enforcement cooperation

This would in particular include actions to improe&change of information and best
practices between Member States, training for laforeement and judicial authorities
(with the possible setting up of a permanent Elthiimg platform and the increased use of
existing and future financing programmes to suppautti-national training initiatives in

the field of fight against cyber crime), awarenasssing campaigns among law
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enforcement personnel and support for relevantarebe Expenditures for existing
coordinating instruments in the EU would be inceshs

e The introduction of a strategic structure for polgrivate cooperation against cyber
crime

The Commission would take a pro-active role in reking and the setting up of public-
private task forces and working groups, which wobkl given the task of addressing
common cyber crime problems. These efforts wous @lontribute to an atmosphere of
confidence, facilitating common goal-setting.

* The promotion of the establishment of a framewaorkgiobal international cooperation
in the relevant field

The Commission would take action to strengthen alatternational cooperation. Efforts
should be made both to make existing instruments) as those developed by the Council
of Europe and G 8, more effective, and to develeg ninstruments or cooperation
structures. Efforts would also be made to maketiegisnternational instruments more
efficient.

 Targeted legislative measures when this is needed

The need for new legislation would be continuowsgessed. In the short term, rules on a
minimum penal legislation on identity theft woulde lproposed. Reflections on the
possibility to introduce additional rules on resgibilities and liabilities would also be
launched by the Commission. In the longer termthgr legislation with a view to
harmonising relevant criminal and criminal procedulaw, both within the EU and
internationally, would remain an objective.

5. ASSESSMENT OF POLICY OPTIONS

The general policy options have been assessecdedratiis of a number of set criteria (see
below). It should again be underlined that thedimmpacts of the proposed strategies are
limited, and that specific actions undertaken lathin the framework of one of these
strategies will be assessed separately at that. pioghould also be noted that the view has
been taken that the anti-cyber crime policy actexamined will not have any noticeable
environmental impact; that issue will thus not beessed.

5.1. General policy option 1: Status quo/no magw action at all

5.1.1. Social impacts

The main direct consequences of a "no new actioghario regarding law enforcement
would be that law enforcement authorities and proses would continue to encounter
important problems in cooperating effectively asrbsrders and that cyber criminals could
continue to actively exploit these differences hestw jurisdictions and possibly actively
seek out “free havens”. The fight against cybemeriand especially prevention efforts
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would thus continue to be fragmented and no hot&oapproach aiming at finding
synergies and structures for horizontally exchangéatmation and best practices would
be established. Anti-cyber crime activities in tB&) would risk an emerging internal
incoherence. As regards relevant training and rebg#he situation would continue to be
fragmented, with different, uncoordinated initigisv

No global initiative to interlink public and privatefforts to fight cyber crime would be
achieved. Public authorities would continue to laakficient information on what is done
in the private sector, which would reduce the gmobses to formulate an adequate policy
in this field. The global responses to cyber crinoen all legal actors would continue to be
fragmented.

The absence of a horizontal legislative strategyiccoontribute to increasing the risk of a
continuing or even growing legal uncertainty at EMel. Existing and emerging gaps in
legislation and differences in Member States' lagjen would lead to a continuous and
sometimes even growing legal insecurity for potdrdyber crime victims.

The lack of any horizontal initiative would alsmpuce a clear risk of a growing feeling of
insecurity in the EU. This could also affect thetlier development of Information Society
industry - and thereby also the employment marketgatively. The position of vulnerable
potential crime victim groups, such as consumexs small companies, would also risk
being weakened, especially when new cyber crimagmena emerge.

5.1.2. Economic impacts

The "no new action” option would not produce angecl economic impacts. However,

there are clear indications that the costs regultiom cyber crime are already high for

industry citizens and society in general. Thesgscasuld continue to be high or increase.
It could thus be argued that this option is expexsin that the present state of lack of
coordination and unclear responsibilities probahlyreases costs at all levels in society.
Growing disparities in legislation — due to newnmei phenomena leading to even more
disparate legislation in Member States — could aeteate additional administrative burdens
for all stakeholders. In particular multinationaivate sector operators would have to carry
increased costs if they had to adapt to compleddfgrent legislation in each Member

State in which they are active.

5.1.3. Costs for public administration

No new costs would occur for public administrations

5.1.4. Degree of coherence with policy objectives

This general option would only meet the objectigetlined in section 3 above to a lesser

degree.
5.1.5. Added value and respect of the subsidiarity prilecip
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No new action that could add value would be takeshould be recalled, however, that
this option leaves the door open for continuedetg activities, but the added value of
such activities would need to be assessed separatel

5.1.6. Feasibility

A "no new action" option is obviously feasible frantheoretical point of view. However, a
decision not to take any horizontal action in tieéd would risk strong political criticism
already in the near future. As regards the lack bbrizontal legislative policy, there are
very important, sometimes insoluble, political dedal problems surrounding any attempt
to achieve common categorization of crime defingi@r harmonised definitions, and a no
new action policy would for this reason possiblytie most feasible solution.

5.1.6. Conclusion

Due to the reasons explained below, this optionlavolearly not be enough in relation to
existing challenges. The impacts of the "no newoattoption are in principle limited, but

it is difficult to assess whether there is a ri$khis option leading to a significant impact
as the future types of crime are by definition kiwbwn. The potential long-term negative
impact of a "no new action" scenario is very hitgking into account the current and
growing importance of this type of crime

5.2. General policy option 2: General legislation

5.2.1. Social impacts

As regards _harmonized or unified crime definiti@msl common minimum standards for
criminalization and penaltiesne social impact would be the general improvdroétegal
certainty and increased likelihood of covering Blpes of cyber crime. Crossborder
operational and jurisdictional cooperation wouldscalbe facilitated considerably. A
negative social impact linked to this option couyldssibly be perceived regarding the
general political atmosphere (see feasibility bglov more uniform law would possibly
fail to take regional and cultural specificitiesaraccount.

5.2.2. Economic impacts

This policy option could produce a considerablenecoic impact in the long perspective.
A higher degree of legal certainty may provide imaot advantages on the Information
Society market, which could be economically advgaetas for all stakeholders. Filling
existing legal gaps would improve the potentiategression, which would strengthen the
prevention side. This, in turn, could result in siolerable positive economic impacts in
society. At the same time, the introduction of anber of new European legal measures, in
particular as regards responsibilities and liabsgit might however also entail a significant
implementation costs for companies.

5.2.3. Costs for public administration
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There are no direct costs associated with thisoopfThe indirect costs connected to the
preparation and implementation of new legislationld be substantial. These costs would
need to be separately assessed later, dependihg apecificities of every single proposal
for new legislation.

5.2.4. Degree of coherence with policy objectives

A common legal framework would facilitate intra E&hd international operational
cooperation. On the basis of the framework, a fonel public-private cooperation,
relevant training and specific awareness raisingpzagns could also be achieved. This
general option would no doubt also permit the ¢oeadf a truly consistent EU policy with
a more effective legal and institutional framewoRtom a theoretical standpoint, this
general policy option is thus fully consistent witte objectives set out.

5.2.5. Added value and respect of the subsidiarityciple

All general legislative initiatives in this fieldould add a clear European valuethat a
common European regulatory framework would be distad. This would have clear
positive impacts for the Internal market, and tbgralso for the economic development of
the sector in question. The legal security of a@dkeholders and the protection of
consumers and other potential victims would alsaidy be strengthened. On the other
hand, it can be questioned whether such a genaitaltive would not go too far with
regard to the subsidiarity principle. It is truatlevery single legislative proposal would
have to be assessed in relation to this principléjt is possible that the general strategy as
such would need to be adjusted in order to be stargiwith subsidiarity requirements.

5.2.6. Feasibility

The feasibility is open to question, as a significe@sistance both from Member States and
from private sector operators can be expected. maen barrier against this type of
legislation may be the difficulty in formulating @enal law which is in accordance with
national legal practices and traditions. A riskctaminalise non-damaging activities, by
failing to take regional specificities into accoumiso exists. However, if the general
strategy were adjusted at the political level,ahmot be excluded that a solution can be
found in the long term, especially consideringithportance of the problem.

5.2.7. Conclusion

This policy option could only be pursued very caligfand in the long-term perspective.
Detailed legal feasibility studies and long pohfimegotiations would be necessary. The
impacts of this option may be very important, buview of the small likelihood of making
real progress in the short term, this option beureertain in the short term perspective.
It can also be questioned whether the policy objestwould met as effectively at the level
of the actual implementation of the policy acti@ssthey are at a political and theoretical
level. Should this policy option prevail, the riglould be that the operational level of fight
against cyber crime would not be sufficiently inved in strategic political choices and
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decisions. Considering the important, associatgohats, the role of the Commission in
this respect would also need to be clarified. lildgossibly also be claimed that similar
results could be achieved with less penetratingsomes. However, it should be kept in
mind that many legislative proposals are alreadyeunvay at EU level in areas related to
network and information security. One example esréview of the Regulatory Framework
for electronic communications which might resultamendments to the security-related
provisions of the Privacy Directive 2002/58/EC atiet Universal Service Directive

2002/22/EC.

5.3. General policy option 3: Creation of informaber crime and public-private
networks, combined with the setting up of voluntaphemes for certification of
products and services at different levels

5.3.1. Social impacts

The social impact of the setting up of a law erdonent network would be high, as this
would in the long run certainly increase the numbérEU-wide joint operations and

prosecutions against cyber criminals. A second#gceof this could possibly be a slow
tendency to further adapt national laws to suitl&dmonisation. The positive impacts for
law enforcers and prosecutors would be significhalping to eliminate many restrictions
on international cooperation between law enforcansl prosecutors across the EU.
Resources would thus be used more efficiently érépression process.

Subsequently, an increased level of security woulgarticular have positive effects on the
protection of potential victim groups and the fertldevelopment of Information Society
industry. A negative effect could be that new dues could add confusion to the EU
situation, insofar as the role of already existyaglies would become more unclear.

The creation of a public-private network could gtassibly have important social impacts
of the same sort as those just described. Impadis tonsidered could be better coherence
inside the EU, improved prevention, better awargnkgher efficiency in repression and
higher level of trust in e-commerce. In addition, @mosphere of cooperation, common
goal-setting and mutual confidence between alledtalders — in the private as well as in
the public sector — could be achieved. This, in,teould lead to important synergies and a
more effective global strategy in the fight againger crime.

5.3.2. Economic impacts

The economic impact is linked mainly with the dffiecy of law enforcement and
prosecution. A likely decrease in cyber crime wilkail fewer economic losses for internet
users, increase the trust in the internet by thuss#s and thus entail higher revenues for
businesses with activities on the internet. Consam@uld also be better protected. The
negative economic impact, if any, would be neglegjib

5.3.3. Costs for public administration
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Costs for public administrations would be fairly deoate. The European Union would
finance the different networks, but the costs cdgdimited to the organisation of a few
meetings a year and some administrative suppoet.eBtablishment of two networks could
possibly be co-financed by the private sector.

5.3.4. Degree of coherence with policy objectives

The general policy option would meet the objectivesgarding operational law
enforcement cooperation and public-private strestwery well. This would probably also
contribute to making existing legal and instituabframeworks more effective. It can also
be assumed that the objectives regarding promatkily knowledge and risk awareness
would be met through the work of the different netke described. Since these networks
would be rather flexible and informally organiséd;ould however be questioned whether
the objective of pursuing a consistent EU policyuldobe met in an optimal way through
this policy option.

5.3.5. Added value and respect of the subsidiarityciple

The setting up of both networks would clearly adddpean value. It should however be
underlined that the system as well as the netwarilsonly operate in the European

environment, and not replace similar instrumentsational level. The Commission will in

any case take action in this field only if, andofas as, the objectives of the proposed
action cannot be sufficiently achieved by the Mem®tates, either at central level or at
regional and local level, but can rather, by reasbthe scale or effects of the proposed
action, be better achieved at Union level. It i®mpgo question whether formal expert
groups are required and if the need could in realit be covered by less formal structures.

5.3.6. Feasibility

The setting up of the two networks is probably e&sychieve. It could however take
considerable efforts to make them operational aaklensure that they add concrete value.

5.3.7. Conclusion

This policy option looks very interesting from aagégic point of view, even if the added
value and the concrete impacts are hard to foreBee.risk is that the new network
structures would achieve few concrete results. Chenmission should be ideally placed
for coordinating self-regulatory actions in theergnt field but, in the framework of this
policy option, more in the role of coordinator dadilitator that that of strategic leader.

5.4. General policy option 4: A coherent stratepproach

5.4.1. Social impacts

As regards EU-level law enforcement cooperatipositive impacts of some importance
are expected for the coordination of investigatiand prosecutions, the efficiency of the
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system and the reduction of the time needed to @mthe cases. As the scope would be
the EU, to the extent that Member States belieaé dhpart of the problem of cyber crime
is better dealt with at an EU level than at theamatl level, the efforts to bring these
measures about will be less cumbersome than simkzaisures to bring about global
cooperation or harmonisation of laws. The impadt Rowever again mainly be on cyber
crime operations within the EU. Therefore thera rssk that criminal activities would shift
outside the EU, but continue to target crime vistim the EU. The impact of operational
cooperation in individual cases would be high, lds tould be expected to significantly
increase the number of prosecutions against cyti@inals. Such cooperation could fall
within the remit of Europol, Eurojust and CEPOLdatemand efforts which are limited to
these institutions. As concerns EU-level relevaaining and research, the impacts would
firstly touch upon law enforcers and prosecutorfowvould gain in competence and
knowledge. The measure would eventually contrilmateonly to more harmonisation and
cooperation inside the EU, but also to better magonal cooperation.

The social impacts relating to private companiebictv ta ke part in the public-private

networks and conferences, are not easy to prdtisthowever beyond doubt that private
and public sector, network operators and law eefoent, would benefit considerably in

terms of exchange of information and best practmes assist each other in countering
illegal activities, especially in the fight againiétgal content on the Internet. In the longer
term, this could contribute to strengthening thetgetion of potential victims and the

Information Society industry.

If existing international instruments were used eneffectively, this could have enormous
positive impacts on the repression of cyber crimthe countries concerned, within the EU
as well as outside. Positive impacts could be eepeespecially with regard to the

collaboration between EU and non-EU law enforcerd prosecutors. One negative side
effect that can be envisaged is that criminal ogdions may move away from countries
cooperating with the EU and set up shop in othemntges further away, but at

international level the option does not imply neégatmpacts for cooperating countries. An
increased level of security could be the overafiule which could in particular have

positive effects on the protection of potentialtmtgroups and the further development of
Information Society industry.

The social impact of targeted legislation, wellemsed and adapted to concrete needs,
would probably only be positive in that more legattainty is achieved. In addition, more
extensive and possibly burdensome legislation deggrcyber crime could be avoided.

5.4.2. Economic impacts

The economic impact of a strengthened EU-leveldatorcement cooperation is expected
to be positive both for the EU and its neighbousanga and at global level, as a decrease in
cyber crime would entail fewer losses for interasérs, increased trust in the internet by
those users and thus higher revenues for businegtiesctivities on the internet. Few
negative economic impacts can be foreseen, with pib&sible exception of negative
economic impacts for countries located outside Ehe neighbouring area, as criminal
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activities may move there as a result. Indeedptld entail more efficiency regarding
investments made in EU bodies, which would be betiorised. With specific regard to
the objective of strengthening existing structuths, present institutions may only be able
to play a more pro-active role if their financialdahuman resources are increased. If this
measure is not well implemented and financed, uladbave the negative impact that these
institutions would lose their focus on other polargas which fall under their remit.

The potential positive economic impact of an EUniray and/or research initiative could
be significant and cover various dimensions. It ldoespecially help to valorize
investments and make them sustainable and to irepkoowledge in law enforcement
bodies and in the judicial system. The exact econampact of the initiative is not easy to
define as it will be quite indirect, for examplerdbgh increased efficiency of law
enforcement processes and a more efficient spigsource utilisation between the private
and public sector for an equivalent result.

Economic impacts of actions to increase EU-levdiliptprivate cooperation are hard to
predict and must be studied further. The costshefgreliminary study and the costs of
institutionalizing information sharing and assemglstatistics from different national data
bases would certainly be high. On the other hanohore information could be gathered
successfully and if patterns of cyber crime cowdddentified, this would certainly help in

curbing costs emanating from cyber crime.

The strategy to introduce targeted and well asdeleggslation could lead to a situation
where the possibilities to concentrate efforts dmeke they are really needed would be
increased. This would in turn reduce costs in gandihe risk that too many efforts are
made at a horizontal level - at the cost of possi®ncrete and effective projects at a
sector-specific, national or regional level - wobk minimized.

5.4.3. Costs for public administration

The first direct costs for public administratiomgurred would be for increased financial
resources which might have to be made availabl&tddevel cooperation structures and
training programmes. Another cost which public adstrations might incur would be
linked to a study needed in order to understandfalséors which until now prevented
existing institutions deploying their full powersitiv pro-active initiatives, and taking
relevant measures. There are not likely to be athets for the public sector, or for other
stakeholders.

The cost of the concrete actions, which would beid#®l at a later stage within the

framework of the strategy, would have to be asseseparately at that time, when the
concrete actions have been defined in detail. ilccbowever be assumed that the direct
costs for public administrations for this optionwia continue to be limited.

5.4.4. Degree of coherence with policy objectives

This general policy option would fully meet all atiegic objectives set out in section 3
above.
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5.4.5. Added value and respect of the subsidiarityciple

Coordination of cross-border law enforcement ad ag&bpublic-private cooperation would
add a clear European value, by spreading knowlefigpest practices and by making sure
that resources are well used. The limited legistatvhich will be part of this policy will
only be proposed if such an added value can cldmlgstablished. The Commission, in
cooperation with Member States and other partiexsell placed to coordinate this policy.
It will in any case take action in this field onify and insofar as, the objectives of the
proposed action cannot be sufficiently achievedhs Member States, either at central,
regional or local level, but can rather, by reasbrthe scale or effects of the proposed
action, be better achieved at Union level. The enmntation of certain actions may
however be taken at national, sectoral or regiteadl. The added value of any concrete
action subsequent to the adoption of the strataljypevassessed separately.

5.4.6. Feasibility

The success of this general policy option also ddpemainly on the willingness of
Europol, Eurojust and CEPOL to take on more respditg in the area of cyber crime,
and on Member States to accept that these instiuitilo indeed get more responsibility.
The feasibility appears to be high; existing instemts have already been accepted by
Member States and an overwhelming majority of dtalders would certainly welcome
this policy option. Efforts to strengthen publievate cooperation and EU and international
cooperation in general would also, it seems, beegdly acceptable. The political
possibility to adopt targeted legislation to suphbis policy, for example by strengthening
Europol, is not assessed in this report. Sometaggie can be expected from some Member
States and from some national law enforcement Bodiel prosecutors, as the criminal
domain is still considered part of the “core” oé thational culture.

5.4.7. Conclusion

This policy option presents a number of most rate\arategic level actions. Very few
negative impacts or major obstacles can be disdei@e the negative side, it could be
argued that the direct impacts of the policy ateeamodest. This however only goes for
the short term perspective; very important impaatsy follow when adequate
implementation measures are taken. The resultingrete impacts however remain hard to
foresee in detail, since the strategic level wdlvé to be implemented operationally at a
later stage. All impacts will be assessed then.

5.5. Choice of policy option

Already a preliminary analysis, on the basis of #ssessments made here above and
opinions expressed during the Commissions' ownrimé and formal stakeholder
consultations, has clearly pointed at option 4hashest alternative. Option 4 is also clearly
the option which best responds to the general tbgscindicated in section 2.4 above.
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The option to take no action at all in this fielded not seem to be viable. A passive
approach would be likely to result in numerousteiial cooperation projects on the fight
against cyber crime continuing to exist without grgssibility to take advantage of a
horizontal exchange of best practices or synerfgcts. General legislation to create new
EU bodies, to harmonize crime definitions and i€} responsibilities and liabilities of
all stakeholders could be interesting, but an amslgf the political situation has clearly
shown that proposals for general and horizontasletpon would stand very small chances
to be adopted. Furthermore, very few of the stakksie consulted believed that this can be
the most important priority now. General legislatimay however still be of relevance in a
long-term perspective. The creation of new infornséductures for the EUlevel law
enforcement or public-private cooperation mightoat®e a good idea in a long term
perspective, but all stakeholders seem to agrdethieaexisting structures are sufficient,
even if they urgently need to be made more effectis a result of the analysis, the
preference has thus been given to option 4, “areoiiestrategy”. It should be noted that
that option does not exclude that a formal strcisrcreated (option 3) or that general
legislation (option 2) is adopted later. The preddroption does in fact mean that the doors
for new actions are held open.

The preparatory analysis and the discussions hekilg show that the "coherent strategy”
is the option which is most likely to achieve thgeztive of making Europe more secure
with respect to the cyber crime threat. Such aeggais likely to have significant positive
impacts on the fight against cross-border cybanerisince the competencies and roles of
all involved in the fight will be clarified and stngthened. It would also contribute to a
better dialogue and understanding between the gualpld private sectors, which in turn
could have many positive side effects. From an egoa point of view, the preferred
option may lead to important synergy effects, dasee level of harm from criminal
activities and decreased costs for individual Sgcprogrammes.

It is however likely that it will take a few yeafsr the expected effects under the chosen
option to materialise. It is thus hard to assek#sapotential impacts now. This is even
more the case since the concrete details of theypamain to be decided. It will thus be
necessary to assess the specific impacts of cenelenents of the policy at a later stage.

6. DATA PROTECTION AND FUNDAMENTAL RIGHTS ISSUES

A number of the options mentioned above could afigedamental rights, such as the right
to respect for private and family life and the tigh data protection. When the exact
conditions of implementations of preferred optitvase been settled, an assessment of the
impacts of these options with respect to fundameigfiats should thus be done.

The Commission is of the opinion that the optionespnted above, if implemented
correctly, would in principle not have a negativepact on fundamental rights. It can
however not be excluded that negative effects cawcur, depending on the specific
modalities and conditions of the implementation.e TBommission is taking this risk
seriously and will make sure that the policy on fight and prosecution of cyber crime
will be defined and implemented in a manner whiglyfrespects fundamental rights, in
particular the freedom of expression, the rightetgpect for private and family life and the
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protection of personal data. Any legislative actrdmch will be taken in the framework of

this policy will be scrutinised for compatibilityith the Charter of Fundamental Rights, in
accordance with the Commission Communication onctirapliance with the Charter in

Commission legislative proposals adopted in 200®M(2005) 172.

7. THE PREFERRED POLICY OPTION : THE MAIN ASPECTS OF THE POLICY AND IMPACTS

The option consisting of a coherent strategy orfitjte against cyber crime has thus been
chosen. This strategy will give the European Corsiois a central coordinating role in
Europe. With regard to its limited competence iis field, it is clear that the Commission
will play this role only when a clear added vala bde established. The Commission will
closely coordinate all actions with Member Statewml ather competent bodies. The
concrete policy can be divided into four main ppliageas or instruments:

7.1. Improved European law enforcement cooperation

The main feature of this policy instrument is agmtve policy in reinforcing the structures
for operational law enforcement cooperation. Then@uassion will launch a reflection on
how this cooperation can be strengthened and ingpkoVhis will mainly be done through
the organisation of a European law enforcementazente, and possibly — if this is
considered necessary after initial discussion eutin a decision to set up a specific task
force/working group. The discussions may also lemé formal proposal to strengthen
existing structures, especially the high-tech crimoek at Europol and Eurojust. The policy
instrument includes actions to improve exchangeindbrmation and best practices,
initiatives to improve training and awareness-rggsvithin law enforcement authorities.

7.2. Increased European public-private cooperation

This policy instrument aims at strengthening ergstpublic-private cooperation against
cyber crime and to create new public-private pitsjedhe Commission will organise a
major conference in order to consider how coopematan be strengthened concerning
areas such as the fight against illegal conterdh(si$ child pornography and incitement to
terrorism) on the Internet, Botnets and other dlegctivities. The Commission will
especially promote an atmosphere of confidencedmivthe sectors, which could facilitate
effective and rapid actions against illegal adegt The Commission will also support ad
hoc initiatives for better cooperation against #ieproblems. This policy instrument also
includes exchange of information and best practigesiatives to improve training,
relevant research and awareness-raising in botpubkc and private sector.

7.3. International cooperation

This policy instrument aims at better coordinatleg actions against cyber crime with
external and international initiatives. In factpbey crime in Europe is a phenomenon which
may originate or have its effects far beyond thedbrs of the EU. A global approach is
thus especially needed when it comes to the figiginst this type of crime. The
Commission will promote a common European apprdachnternational cooperation in
this field and also take a proactive role in inggional projects such as the ones initiated by
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Interpol, the Council of Europe or the G 8 Roma-hydigh-tech crime group. The policy
instrument also includes exchange of information #&est practices and initiatives to
improve training and relevant research.

7.4. Legislation

As has been made clear above, no general legislatiahe fight against cyber crime can
be expected to be effective at this moment. Howelegislation can be an effective

instrument when the three policy instruments jushtioned prove insufficient. Targeted

legislative actions may also prove to be appropriat needed in specific areas. As an
example, the Commission will consider an initiatregarding European legislation against
identity theft in 2007. Legislative action coulgalinclude developing a regulation on the
responsibility of different actors in the relevaettor.

8. MONITORING AND EVALUATION

In order to measure progress made in the strategythie fight against cyber crime
described above, it is necessary to follow-up amdhitor the process. This is also needed
in order to decide whether legislative measureschvivould be more general in nature,
would be more appropriate than the instrumentsesiggd here.

The preferred option discussed above is an EUegfyamainly consisting of reinforced
dialogue and cooperation networks. The successalf actions is by its nature very hard
to measure, but this is also due to the limited petences at the EU level. Most work
against cyber crime will still be carried out a¢ thational level and the specific effects of
EU action will be hard to define and measure. Qar¢ @f the strategy, however, consists of
a number of actions planned to be taken in theode2007-2009. The Commission will
assess how these actions have been implementedepod to the Council and the
Parliament in 2010.

Depending on the outcome of discussions at the ecenfes foreseen in 2007 and
developments in the field of fight against cybema, the Commission may also decide to
propose new legislative or other targeted acti®pgcific impact assessments such actions
will then be carried out as appropriate.

As for the global strategy, the following prelimigaset of key indicators could be
considered:

» The number of successful meetings and conferengasised in the relevant
area

» The quantified and qualitatively perceived changexchanged strategic
information in this field between national law erdement authorities

» The quantified and qualitatively perceived changexchanged strategic
information in this field between the public ane tbrivate sector
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APPENDIX I

MEMORANDUM OF UNDERSTANDING
BETWEEN THE COUNCIL OF EUROPE AND THE EUROPEAN
UNION

PREAMBLE
The Council of Europe and the European Union,

1. Seeking to achieve greater unity between thiestaf Europe through respect for the
shared values of pluralist democracy, the rulea®f and human rights and fundamental
freedoms as well as through pan-European co-operathus promoting democratic

stability and security to which European societied citizens aspire;

2. Recognising the unique contribution of the Canlen for the Protection of Human
Rights and Fundamental Freedoms, of the Europeant G@Human Rights, as well as of
other Council of Europe standards and instrumeatsttie protection of the rights of
individuals, and taking into account the importantehe Charter of Fundamental Rights
of the European Union, as well as Article 6.2 & European Union Treaty;

3. Recalling the Declaration and Action Plan addpa¢ the Third Summit of Heads of
State and Government of the Council of Europe irdala in May 2005, and in particular
the decision to create a new framework for enhammoedperation and political dialogue,
on the basis of the guidelines set out in Chapefithe Action Plan;

4. Bearing in mind the strategic vision containedhe report on the relations between the
Council of Europe and the European Union prepanelis personal capacity and at the
request of the Heads of State and Government byGtaude Juncker, Prime Minister of
Luxembourg;

5. Seeking to intensify co-operation and ensurerdmation of action on issues of mutual
interest;

6. Considering their comparative advantages andifgpeharacteristics and building upon
existing good relations;

7. Bearing in mind that the Heads of State and @Gowent at the Third Summit of the

Council of Europe in Warsaw decided that all atg of the Council of Europe must

contribute to its fundamental objective, i.e. presg and promoting human rights,

democracy and the rule of law, and adopted an Addlan which defines areas where the
role of the Council of Europe as an effective medsra for pan-European co-operation
should be enhanced;
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8. Deciding to establish a new framework for enleanco-operation and political dialogue,
Have reached the following understanding:
PURPOSES AND PRINCIPLES OF CO-OPERATION

9. The Council of Europe and the European Union delelop their relationship in all
areas of common interest, in particular the proamtand protection of pluralistic
democracy, the respect for human rights and fundéahdreedoms, the rule of law,
political and legal co-operation, social cohesiad aultural interchange. In doing so, they
will follow the guidelines adopted by the Third Semh in Warsaw which called for the
building of a Europe without dividing lines.

10. The Council of Europe will remain the benchmfarkhuman rights, the rule of law and
democracy in Europe.

11. On the basis of enhanced partnership and comepirity, the Council of Europe and
the European Union will take all the necessary messto promote their co-operation by
exchanging views on their respective activities dnd preparing and implementing
common strategies and programmes for the priordies areas of shared interest set out
below.

12. The co-operation will takdue account of the comparative advantages, the respecti
competences and expertise of the Council of Euen the European Union — avoiding
duplication and fostering synergy —, search foreaiddalue and makieetter use of existing
resources. The Council of Europe and the Europ#@an will acknowledge each other’s
experience and standard-setting work, as apprepiiatheir respective activities.

13. They will extend their co-operation to all ezeehere it is likely to bring added value to
their action.

SHARED PRIORITIES AND FOCAL AREAS FOR CO-OPERATION

14. The Council of Europe and the European Uniaffiren their commitment to establish
close co-operation based on their shared priorétres where possible, to strengthen their
relations in areas of common interest such as:

- human rights and fundamental freedoms;

- rule of law, legal co-operation and addressing oballenges;

- democracy and good governance;

- democratic stability;

- intercultural dialogue and cultural diversity;
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- education, youth and promotion of human contacts;
- social cohesion.

15. Other areas of shared priorities amnmon interest may be defined on the basis of
mutual consultations.

Human rights and fundamental freedoms

16. The Council of Europe and the European Uniolh lvaise their co-operation on the
principles of indivisibility and universality of man rights, respect for the standards set
out in this field by the fundamental texts of theitdd Nations and the Council of Europe,
in particular the Convention for the Protection diman Rights and Fundamental
Freedoms, and the preservation of the cohesioheohtuman rights protection system in
Europe.

17. The European Union regards the Council of Eeirap the Europe-wide reference
source for human rights. In this context, the wvate Council of Europe norms will be
cited as a reference in European Union document®e decisions and conclusions of its
monitoring structures will be taken into accounttbg European Union institutions where
relevant. The European Union will develop co-operatand consultations with the
Commissioner for Human Rights with regard to humghts.

18. While preparing new initiatives in this fielthe Council of Europe and the European
Union institutions will draw on their respective pextise as appropriate through
consultations.

19. In the field of human rights and fundamentakffoms, coherence of Community and
European Union law with the relevant conventionstitd Council of Europe will be
ensured. This does not prevent Community and Earofmion law from providing more
extensive protection.

20. Early accession of the European Union to thev€ntion for the Protection of Human
Rights and Fundamental Freedoms would contribuéattyr to coherence in the field of
human rights in Europe.

The Council of Europe and the European Union widlraine this further.

21. Co-operation between the Council of Europe tArdEuropean Union will include the
protection of persons belonging to national minesit the fight against discrimination,
racism, xenophobia and intolerance, the fight agaiarture and ill-treatment, the fight
against trafficking in human beings, the protectdrthe rights of the child, the promotion
of human rights education and freedom of expressi@hinformation.

22. The European Union Agency for Fundamental Righiengthens the European Union's
efforts to ensure respect for fundamental rightthiwithe framework of the European
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Union and Community law. It respects the unitylidity and effectiveness of the
instruments used by the Council of Europe to maerihe protection of human rights in its
member states. The concrete co-operation betwee@alncil of Europe and the Agency
will be the subject of a bilateral co-operationesgment between the Council of Europe and
the Community.

Rule of law, legal co-operation and addressing neghallenges

23. The Council of Europe and the European Unidhewmdeavour to establish common
standards thus promoting a Europe without dividimgs, without prejudice to their
autonomy of decision.

24. Bearing this in mind, legal co-operation shobkl further developed between the
Council of Europe and the European Union with awte ensuring coherence between
Community and European Union law and the standafréd@ouncil of Europe conventions.
This does not prevent Community and European Utéen from adopting more far-

reaching rules.

25. To this end and to the extent necessary thedcoof Europe and the European Union
will consult each other at an early stage in theeess of elaborating standards.

26. The Council of Europe and the European Uniolh eantinue to strive to develop

appropriate forms of co-operation in response @dhallenges facing European society,
and to enhance the security of individuals, paldidy as regards combating terrorism,
organised crime, corruption, money laundering atiteromodern challenges, including
those arising from the development of new technekg

Democracy and good governance

27. The Council of Europe and the European Unidhdsaw on each other’s expertise and

activities to promote and strengthen democracygawl governance, and to foster gender
equality as well as greater participation of wonrethe decision-making process in public

life.

28. They will make full use of the Venice Commissgoexpertise. They will co-operate
through the Forum for the Future of Democracy ideorto promote democracy, citizen’s
participation, democratic development and good gwwece. They will consider the
application of new technologies in this context.

29. They will explore ways of working more closely the field of regional and
transfrontier co-operation. They will endeavouptomote local democracy in view of the
contribution which it can make to the achievemdrtheir shared objectives. They should
make good use of the Council of Europe Congredsooél and Regional Authorities and
the Committee of Regions of the European Unionwelt as the Centre of Expertise on
Local Government Reform.
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Democratic stability

30. Bearing in mind the common aim of promoting atr@éngthening democratic stability
in Europe, the Council of Europe and the Europeaimi) will increase their common

efforts towards enhanced pan-European relatiordudmg further co-operation in the

countries participating in the European Union'sgidbourhood Policy or the Enlargement
process, with due regard to the specific competgntéoth institutions and in conformity
with Council of Europe member states’ observanddeif obligations and commitments.

31. This co-operation, in order to promote demogciaud citizens’ participation, will also
include states aspiring for membership of the Cowhcurope.

32. To reinforce co-operation in the areas mentanehis chapter, they will have regular
exchanges of views and will develop, where appateri mutually supportive and
reinforcing activities as well as joint programnaessset out in paragraph 52 below.

Intercultural dialogue and cultural diversity

33. The Council of Europe and the European Uniolh ea-operate in order to develop
intercultural dialogue and cultural diversity wighview to promoting respect for human
rights and mutual understanding among culturesurojge. This dialogue is an important
element in the fight against all forms of discrimdion, racism and xenophobia.

34. The European Union will examine its participatiin the inter-institutional open
platform of co-operation for intercultural dialoguetiated by the Council of Europe and
UNESCO at the Faro Ministerial Conference.

35. The Council of Europe and the European Unidhpromote ideas and values fostering
cultural diversity both among their respective memlstates as well as in relevant
international fora. In this spirit, the Council Blirope will promote the ratification and
implementation of the UNESCO Convention for the tecton and Promotion of the
Diversity of Cultural Expressions by its membertessa The Council of Europe and the
European Union will promote its ratification and glementation by their international
partners.

Education, youth and the promotion of human contat

36. The Council of Europe and the European Uniofl woe-operate in building a
knowledge-based society and a democratic cultureEunope, in particular through
promoting democratic citizenship and human righdsication. They will support the
Bologna process aimed at establishing a higher atuc area by 2010, as well as
education networks and student exchanges at alldev

37. The Council of Europe and the European Uniodh stiengthen their co-operation in
the youth field by developing and taking part imgnammes and campaigns to empower
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young people to participate actively in the demticrparocess and by facilitating youth
exchange.

38. They will encourage exchanges of good practioeserning freedom of movement, in
order to improve people-to-peoplentacts between Europeans throughout the continent

Social Cohesion

39. The Council of Europe and the European Unidh ae-operate in the field of social
cohesion on the basis of the Council of Europe @dcharter and the relevant European
Union texts.

40. On the basis dheir respective frameworks, they will support #féorts by member
states to exchange good practices on social cahesid solidarity — in particular in
combating violence, poverty and exclusion and iotguting vulnerable groups - and to
develop more efficient policies in this field.

ARRANGEMENTS FOR CO-OPERATION

41. The Council of Europe and the European Unioithiw their respective policy
frameworks, will consult regularly and closely, bait political and technical levels, on
matters within the shared priority areas descrddsalve.

42. They should further continue to develop joimtiaties and co-operate through
specialised Council of Europe structures, proceasesinitiatives as well as appropriate
institutions of the European Union.

43. Such co-operation should include:

- reinforced dialogue on policy issues to ideniifynt priorities and develop common
strategies with a medium or long-term perspective;

- regular exchanges of information and developmésbmmon views and initiatives;
- further co-ordination of operational activitiespriority areas;

- enhanced consultation between networks/bodiels aativities in the same priority or
focal areas;

- partnership with those states benefiting fromvaas, programmes and other common
initiatives carried out in this framework;

- joint activities and events.
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Meetings and mechanisms for strengthening co-opelian

44. The Council of Europe and the European Uniodl \wursue their regular
“Quadripartite” meetings devoted to the most imaott aspects of co-operation and
strategic issues. Ways of enhancing the parliaangmontribution to this process will be
examined. In addition, ad hoc consultations aga political level could be held on topical
matters of common interest.

45. More frequent consultations aimed at the reggfment of political dialogue between,
on the one hand, the Presidency/Troika of the EranpgJnion and, on the other hand, the
Chairmanship and Vice-Chairmanship of the CommittéeMinisters and Secretary
General of the Council of Europe may take placeannnformal basis in the Ministers’
Deputies and at the level of the Political and Sigc€Committee (PSC).

Inter-institutional co-operation

46. The European Parliament and the Parliamentasgibly of the Council of Europe are
invited to reinforce their co-operation in order fiarther strengthen the parliamentary
dimension of interaction between the Council of dp& and the European Union, in
accordance with the Agreement to be signed byeabpective Presidents.

47. The Council of Europe’s Human Rights Commissiprthe Committee for the
Prevention of Torture, the European CommissionregdRacism and Intolerance and the
other specialised bodies of the Council of Eur@gsewell as the relevant European Union
institutionsare especially invited to reinforce their co-openmat

48. The Council of Europe and the European Unidlh fuwther co-operate by using the

opportunities provided by existing partial agreetaeand conferences of specialised
ministers.

49. The Committee of the Regions of the Europeaiotyand the Congress of Local and
Regional Authorities of the Council of Europe areiied to increase co-operation, building
on their agreement of 13 April 2005.

50. The contribution of civil society to achievitizge objectives shared by the Council of
Europe and the European Union will also be encadag

Institutional presence

51. The Council of Europe and the European Unidhoensider how best to enhance and
strengthen their presence in Brussels and Straglvespectively.

Joint Programmes

52. In line with the Joint Declaration on co-opematand partnership between the Council
of Europe and the European Commission signed omprd 2001, ongoing co-operation
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will be reinforced in the framework of the jointggrammes, which could include regional
thematic programmes. The Council of Europe wilhtoue to provide for consultations
with Council of Europe beneficiary member countrieConsultations involving the
European Commission, the Secretariat of the Cowiddurope and as a general rule the
Council of Europe member countries concerned witittue to be organised to discuss the
priorities of co-operation. Member and observatest which are donors will be invited to
take part in this co-operation and its evaluation.

VISIBILITY OF THE PARTNERSHIP

53. The Council of Europe and the European Unianrod themselves to improving co-
operation in the area of communication with the aifnincreasing awareness and
understanding of their shared values and of treitnprship among both the general public
and specialised audiences. They will consult enctilendar of their respective awareness-
raising campaigns and will consider the possib#itdof organising joint events.

54. The Council of Europe and the European Uniolh take all necessary measures to
maximise the visibility of their joint action, espally of the joint programmes, for the

citizens of their member states, with a special leas[s on the countries benefiting from
this co-operation.

FOLLOW -UP

55. The Council of Europe and the European Unioll wégularly evaluate the
implementation of the present Memorandum of Undexihg. In the light of this
evaluation, it will be decided by common agreemeat, later than 20130 revise, if
necessary, the Memorandum of Understanding witlew Yo includingnew priorities for
their co-operation.
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